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Introduction

Organized crime (OC) networks increasingly exploit the complexity of the modern financial

data ‘ cros

system to obscure illicit flows, launder criminal proceeds, and sustain their operations across
borders. Law enforcement agencies, financial intelligence units, and anti-corruption bodies face
a persistent challenge: the volume, velocity, and heterogeneity of financial, procurement, and
open-source data far exceed the capacity of traditional, manual investigative methods.
Structured datasets from public procurement, corporate registries, and financial disclosures,
combined with unstructured data from open-source intelligence (OSINT), offer rich signals of

criminal behavior — but only when analyzed at scale and with the right tools.

DATACROS |l — Developing an ethical Al-driven toolbox for boosting cross-border financial
investigations on organised crime networks — is the third phase of the DATACROS project,
co-funded by the European Union under the Internal Security Fund (ISF-2023-TF2-AG-OC,
Grant Agreement No. 101188272). The project brings together a consortium of 23 partners,
including law enforcement agencies, financial intelligence units, competition authorities, civil
society organisations, and research institutions. Building on the data infrastructure and analytical
frameworks established in previous phases, DATACROS IIl extends the DATACROS platform
with new Al/ML-based capabilities, expanded data coverage — including virtual assets — and

deeper cross-border investigative support.

The work described in this report falls under Work Package 2 (WP2), which is responsible for
the development of Al/ML-driven risk assessment and investigative services to be integrated
into the DATACROS platform. Deliverable D2.1 constitutes the primary technical report of WP2,
documenting the design, implementation, and initial validation of the Al-driven tools and
indicators developed during the first phase of the project. The deliverable is led by the
Government Transparency Institute (GTI), in collaboration with UCSC-Transcrime, C&t, CERTH,
CRYSTAL4EU, and Regnology, and reflects contributions across all major task areas of WP2.

One of the key objectives of DATACROS Il is to empower the DATACROS platform with
Al/ML-driven risk assessment and investigative tools and functions. These developments aim
to increase the capacity of a variety of public authorities — Law Enforcement Agencies (LEAS),
Financial Intelligence Units (FIUs), Asset Recovery Offices (AROs), and Anti-corruption and
Competition Agencies (ACAs and CAs) — to investigate OC networks and their business models

across a wider variety of domains and criminal assets.
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The tools developed under WP2 address distinct but complementary investigative needs. Some
are primarily designed to help users navigate between datasets more efficiently: for example,
LLM-driven OSINT risk detection significantly reduces the time required to assemble an initial
open-source picture of a given entity. Other developments introduce novel, ML-based subject-
matter risk indicators: for example, collusion risk indicators help competition authorities prioritise
among tens of thousands of suppliers to identify those most likely to be involved in anti-

competitive practices.

Three cross-cutting principles have guided the development of the tools and indicators. First,
human oversight. all AI/ML components are designed as decision-support layers, preserving
human control over final assessments and ensuring that automated outputs do not substitute
for professional judgement. Second, exp/ainability and traceability. each system provides clear
links between outputs and their underlying evidence, supporting auditability and compliance
with applicable regulatory requirements, including the EU Al Act and GDPR. Third, practical
applicability. the tools are developed with direct integration into the DATACROS platform in
mind, ensuring that outputs are actionable for the end-users — LEAs, FIUs, and other authorities

— who participated in the requirement-gathering process.

This report provides a concise overview of each Al/ML-based tool and indicator. Each chapter
is structured around four subsections. First, a practical description of the tool or indicator is
provided. Second, a technical description offers a glimpse of what is 'under the hood'; these
sections vary in level of detail — some indicator development exercises (such as Sections 4.1
or 4.2) are effectively snapshots of a developing research paper, while others are more
practice-oriented. Third, key insights are drawn on the tool's capabilities and potential for

further development. Fourth, concluding remarks are offered for each tool.

The report is organised as follows. Chapter 1 presents the ML-based entity disambiguation
module, which uses LLM-powered OSINT to help analysts reconcile fragmented or inconsistent
entity records across heterogeneous data sources. Chapter 2 describes the satellite image
recognition system, which integrates multi-source geospatial data and Al-based inference to
support asset tracing and contextual risk assessment. Chapter 3 covers two ML-based risk
detection models developed for public procurement: a collusion risk indicator that detects bid-
rigging patterns using contract and network features, and an NLP-based indicator that identifies
potentially restrictive tender language as a signal of competition limitation. Chapter 4 presents
additional risk indicators and tools, including LLM-powered OSINT risk detection for reputational
and compliance screening, a crypto-indicator framework integrating Crystal Intelligence's wallet-
level risk scores, and an analysis of sustainability disclosure KPIs for greenwashing and green-

related fraud detection. A summary section closes the report.
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1 ML-Based Entity Disambiguation

Across due diligence, compliance, and general investigative work, one of the most basic
questions is also one of the hardest to reliably answer: are these records referring to the
same entity or not? The data environment, in which this question arises, has become
progressively more complex as more data sources enter the scene. Institutions rely
simultaneously on internal systems, commercial datasets, public registers and open-source

collections, each with their own conventions, gaps, and historical layers.

The same real-world company or person may appear multiple times, with different spellings,
identifiers, addresses that have changed, or corporate transformations all of which could be
subject to missing information or registered incompletely. If these records are not linked when
they should be, risk information fragments across multiple pseudo-entities and is systematically
underestimated or overrepresented. If they are linked too aggressively, distinct entities are

merged, and responsibility or risk can be misattributed.

Traditional, first-generation approaches to entity disambiguation - essentially rules over string
similarity on names and addresses - are increasingly insufficient. They do not fully exploit the
richer information now routinely available (identifiers, dates, legal characteristics, group
relationships, OSINT signals), and they are difficult to calibrate and maintain as datasets and

use cases evolve.

This chapter presents the machine learning (ML) based entity disambiguation activity,
undertaken within the framework of the DATACROS Il project, that aimed to move beyond
these limitations. Rather than developing a silver-bullet solution - the module developed under
task 2.1 and presented in the proceeding sections worked to build a third profile of an entity,

with which an end-user can reference in their disambiguation process.

This third profile is constructed harnessing the rapid development of generative artificial
intelligence and large language models (LLMs), in particular their capacity to process vast
amounts of unstructured text and return said information’s key elements collected, organized,
and interpreted. Specifically, the end-user is provided the capacity to trigger an LLM agent to
search and process OSINT, developing a profile of the target entity with which missing or
inconsistent information, from the traditional data providers, leads to the need for

disambiguation.
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1.1 Practical Description

Modern risk and compliance activities depend on data coming from multiple, heterogeneous
sources: internal systems, commercial providers, public registers and OSINT collections. In this
environment, the same real-world entity often appears in slightly different forms - with variations
in spelling, partial updates, missing identifiers, or changes over time. If these records are not
correctly linked, risk information is fragmented; if they are linked too aggressively, distinct

entities are merged and subsequent analyses become unreliable.

Until recently, entity disambiguation has relied on first-generation techniques based mainly on
string similarity. Names and addresses were compared using simple distance measures, and
decisions were taken based on ad hoc thresholds. These approaches are reaching their limits.
They do not exploit the wider set of information now commonly available (such as group
relationships and signals from open sources), and they are difficult to tune in a transparent,
generalisable, and robust way. Moreover, they are limited in their scope - with few structured

sources to rely on, often pay-walled.

The ML-based entity disambiguation activity is aimed at moving beyond this narrow paradigm.
In practical terms, the work has produced a prototype capability that: (1) uses a user-provided
entity identifier to prompt an LLM agent, (2) evaluates, synthesises, and filters OSINT
information, (3) structures the information and its sources, and (4) returns a profile for the

entity. The human user, then, performs the evaluation based on the OSINT information.

The approach combines more traditional pattern-based checks with modern machine-learning
and Al components. In practical terms, the prototype functions as an OSINT assistant - given
an entity (such as a natural person, legal entity, address, or similar identifier), the system
conducts a guided OSINT search across indexed web content and selected public repositories.
It identifies and retrieves potentially relevant documents, filters them based on their connection
to the entity and predefined risk categories, and creates a structured “risk events” record for

that entity.

The prototype is designed to integrate into existing risk assessment workflows as a supportive
layer. It reduces the need for manual screening to obtain an initial OSINT picture of an entity,
without generating automated decisions or scores that would bypass human review. Analysts
retain control over inclusion, interpretation, and use of the information, and the system’s role
is to surface, structure, and explain what is available in open sources as efficiently and

consistently as possible.

Page 7 of 78



3 PP Co-funded by
d G 1-0 ‘ CI"OS the European Union

1.2 Technical Description

1.2.1 Data

The system operates solely on open-sourced data information publicly available through indexed
websites or repositories. The main sources include general and specialised news outlets at
both national and local levels; press releases and announcements from judicial authorities, law
enforcement agencies, and supervisory bodies; public registers, sanctions lists, and published
administrative measures; reports and investigations by civil society organisations, NGOs, and
investigative consortia; thematic OSINT datasets, such as those on economic crime,

environmental violations, sustainability practice reporting, or labour exploitation.

From the beginning, the prototype has been designed with data minimisation and proportionality
in mind. Its aim is not to develop detailed profiles of individuals but to identify and record
only essential information for risk assessment. In accordance with European guidance on Al
systems processing personal data, several safeguards are implemented. Upstream filters, that
eliminate clearly irrelevant data categories, particularly sensitive data unrelated to risk and
private life; temporal limits to ensure the system concentrates, where applicable, on recent
events for current risk evaluation, and storage focused on evidence units — short extracts and
metadata from relevant documents — rather than entire sources. Moreover, the tool is explicitly

set up as a decision-support layer, not as a fully automated decision-making process.

Technically, sources are queried through APIs (search engines, structured feeds, OSINT
endpoints) or, where lawful, via targeted crawling. Retrieved documents are indexed,
deduplicated, and normalised (encoding, language, basic structure) before analysis by LLM-
based components. This architecture means that the LLM-powered procedure, for analysing
and presenting information, in said GDPR compliant manner, could be applied to/replicated
with broader unstructured data sources, such as governance and environmental sustainability

documents, contractual agreements, and other firm-level reporting.

1.2.2 Modelling Framework
The system is designed as a modular pipeline. Each component — search, extraction, scoring,
summarisation—can be updated or replaced independently, without changing the overall logic.

The main stages are as follows:
Entity Normalisation and Query Generation

The process begins by creating a normalised representation of the entity from the provided

identifiers (name, registered name, aliases, tax or VAT number where available, address, URL).
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This includes spelling variants, acronyms, and other relevant forms. An LLM then generates a
set of OSINT queries tailored to that entity and its profile, combining identifiers with risk-related
terms (such as investigation, prosecutor, money laundering, corruption, labour exploitation,

sanctions, interdittiva antimafia) in the languages relevant to the case.
Document Retrieval and Pre-Filtering

These queries are submitted to general search engines and, where available, to domain-
specific indices like public-register search tools or OSINT datasets. Results are deduplicated
by URL and content, then subjected to an initial pre-filter, worked into the prompt and agentic
steps that excludes pages with minimal informational value (generic landing pages, menus,

index pages) and documents clearly unrelated to the entity or the risk perimeter.
Structured Extraction with LLMs

Candidate documents are processed by an LLM, which performs three core tasks: (1) entity
disambiguation, verifying that the entity mentioned in the text corresponds to the one under
review and rejecting ambiguous or mismatched hits; (2) event extraction, identifying risk-relevant
events and capturing their attributes (event type, authority or outlet, legal or factual
characterisation, date, and procedural status, where reliably inferred), and (3) risk labelling,
assigning one or more categories from a fixed taxonomy, such as financial crime, corruption,

labour exploitation, environmental/ESG, sanctions, or export-control issues.

Extraction is conducted in a retrieval-augmented fashion: the model relies solely on documents
retrieved in the search. Intermediate representations of documents and events are stored to

ensure the link from source text to the extracted record remains verifiable.
Prioritisation

Extracted events are assessed using automated classifiers, helpful in determining whether the
events referring to the entity are to be considered relevant or not from a due diligence
perspective The output provides a ranking of entities or events for human review prioritisation

and to mitigate the “alert fatigue” caused by large volumes of low-quality hits.
Analyst-Facing Synthesis and Explainability

Finally, an LLM produces an entity-level synthesis following a standard template. This facet
highlights key events, explains their significance for risk assessment, and explicitly references
the sources (outlet or authority, date, URL) along with short supporting excerpts. The synthesis
also flags points requiring human follow-up, such as inspection of original documents, cross-

checks against internal systems, or clarifications with the counterparty.
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Throughout the pipeline, known LLM risks such as hallucinations are explicitly managed by
mobilizing separate agents with expressed safeguards that act to control the quality and
accuracy of what is reported. Generation is anchored to retrieved evidence; the process from
document to event to narrative is logged; and the system undergoes periodic testing on

reference cases to detect drifts, biases, or systematic failure modes. modes.

1.2.3 Results

Within the period covered by this deliverable, work has focused on designing the architecture,
implementing the prototype, and performing an initial qualitative validation on a limited set of
entities. The sample was constructed to include entities with known and documented adverse
profiles, to test whether the system can recover and classify that profile; entities for which no
adverse events are believed to exist, to gauge the level of false positives; and entities with
pronounced name ambiguity or complex group structures, to stress-test disambiguation. Three

preliminary findings stand out.

Initially, the system enhances the information density delivered to analysts compared to a
traditional disambiguation approach or a manual information retrieval performed by the user.
This means fewer documents need manual review per entity, and the ratio of relevant
documents within the specified risk categories increases. These improvements are achieved

through structured retrieval, deduplication, and semantic filtering using the LLM.

Secondly, the prototype can distinguish, to a meaningful degree, between different types and
stages of events: investigations, prosecutions, convictions, administrative measures, and purely
journalistic allegations are often treated differently in the extracted records. Basic temporal
information is also captured, allowing analysts to separate recent developments from older

episodes. This represents a clear improvement over binary “hit/no-hit” approaches.

Thirdly, even when a full human review is still performed, the time needed to assemble an
initial OSINT picture of an entity — such as collecting documents, conducting an initial screening,
and reconstructing a basic timeline — is significantly reduced. This allows analytical resources

to be redirected towards the most complex or sensitive cases.

At the same time, the tests highlight limitations that will need addressing: sensitivity to ambiguity
in local contexts with strong name duplication; dependence on the quality and coverage of
information accessible through indexed web sources; and the need for more explicit criteria
on how to handle old or minor items in light of European right to be forgotten principles
(Regulation (EU) 2016/679 of the European Parliament and of the Council, Art. 17). These
points define the agenda for further refinement and more systematic measurement of

performance.
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1.3 Key insights

The work so far provides important insights into the feasibility and value of LLM-powered
OSINT for entity disambiguation. LLMs are most valuable when used as an interpretative layer
on top of a strong data collection system, rather than as standalone black box search engines.
When paired with structured retrieval and deduplication, they greatly improve the informational
richness of the material shown to analysts: fewer documents, but more relevant to specific

risk categories.

The tool developed here, indeed, provides concise yet nuanced profiles of entities, to ensure
analysts have the needed information to reconcile variations between other data sources.
While, at the same time, providing details source documents and websites and respecting the

principles and framework of the GDPR.

At the same time, the work confirms that responsible deployment of such systems requires
clear governance. Choices about models and versions, logging recommendations, validation
procedures, handling outdated information, and approaches to data protection must all be
incorporated into the design from the start, not added later. The prototype has been created
with these factors in mind, but further refinement and formalisation will be necessary for any

production-level application use.

1.4 Conclusion

This chapter has outlined the ML-based entity disambiguation component, starting from the
practical problem of duplicated and fragmented entity records across heterogeneous datasets,
the work has produced a prototype Al-agent, that can be effectively integrated into third-party
risk assessment workflows and entity disambiguation. Practically, the system provides more
focused and interpretable OSINT outputs, while reducing the manual effort needed to assemble
or rectify information missing or mistaken from data providers. Moreover, it overcomes barriers
in terms of language and provides all the sources consulted to the human user. Importantly,
said human user remains at the center of the decision-making process, with the ultimate

disambiguation performed by them.
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2 Satellite Image Recognition

2.1 Practical Description

This chapter presents the outcomes of the Satellite Image Recognition task, which focuses on
extracting meaningful, interpretable information about areas and buildings by leveraging satellite

imagery, street-level imagery, and Al-based analysis in a coordinated manner.
In practical terms, the developed solution provides a unified system that allows users to:

® Discover publicly accessible satellite and street-view data sources supported by the
system (see below) for a given area of interest,

® Generate satellite-based time-series visualizations (static images and animated GIFs)
to observe temporal changes in land use and built environment,
Infer area-level characteristics such as urbanization and land-use type,
Detect building presence and automatically classify building types, including estimation

of structural properties (e.g. number of floors), using street-level imagery.

The system exposes these capabilities through a set of API services that accept a geographic
location (coordinates or address name) and, for satellite-based analysis, a user-defined time

window as input and return:

® Structured semantic labels (e.g. residential, industrial, agricultural, commercial),
® Visual outputs and analysis artifacts (e.g. satellite images, GIFs, Street View renders,

and Al inference results) provided via direct-access cloud storage links.

Rather than relying on a single data source, the solution utilizes multiple satellite missions
(Sentinel-2, Landsat-8/9, Harmonized Landsat-Sentinel), Google Street View, and

OpenStreetMap, enabling a richer and more reliable interpretation of the area under analysis.

This multi-source approach allows users to process from large-scale land monitoring to building-
level inspection, supporting use cases such as urban analysis, site verification, and historical

change assessment.
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Figure 1 Satellite Image Recognition Overview: Data Sources, Processing Components, and Oulputs
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2.2 Technical Description

The system is structured around four complementary technological pillars, each addressing a
specific scale or aspect of spatial understanding: satellite products, street-level imagery,

contextual mapping data, and Al-based analysis.

The following subsections describe these pillars in more detail, outlining how each contributes

to the overall system functionality introduced in the Practical Description.

2.2.1 Satellite Products

Satellite imagery forms the primary source of large-scale spatial information in the system.
Multiple Earth observation datasets are accessed to ensure both temporal depth and spatial
consistency, namely Sentinel-2 (Level-1C and Level-2A), Landsat-8/9 (Level-1 and Level-2),

and Harmonized Landsat-Sentinel (HLS).

All satellite data access and processing are implemented through the Sentinel Hub API, which
provides a unified interface to multiple satellite missions and enables on-demand processing
of raw satellite products. For a user-defined area of interest and a time window, the system

queries the corresponding satellite catalogs via Sentinel Hub to identify all available acquisition
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dates. Scene selection can be constrained using quality criteria such as cloud coverage,

ensuring that only suitable observations are used for analysis.

Rather than directly returning raw multispectral satellite bands, the system relies on custom
evaluation scripts (evalscripts) to transform satellite measurements into interpretable images

and thematic products.

From a non-technical perspective, evalscripts can be understood as transparent processing
“recipes” that convert raw satellite measurements into meaningful visual or thematic
representations. Each evalscript defines in advance how satellite data should be interpreted,
ensuring that the outputs of a query are consistently transformed into human-interpretable

images or semantic layers rather than raw spectral values.

Technically, an evalscript is a declarative processing description executed within the Sentinel
Hub infrastructure at request time. It specifies how satellite data should be interpreted,

transformed and visualized. At a conceptual level, evalscripts define:

which spectral bands are used as input (e.g. visible, near-infrared, shortwave infrared),
how these bands are mathematically combined (e.g. ratios, linear combinations,
thresholds),

® how the resulting values are converted into colors or semantic classes.

Using this mechanism, the system generates several complementary satellite-derived products

for each acquisition date, including:

® RGB visualizations, providing a natural-colour overview of the scene for intuitive visual
inspection.

® Land-use and urban-oriented products, such as land-use themed visualizations, urban
classification outputs, and build-up focused indices, which emphasize built structures

and distinguish them from vegetation, water, and bare soil.

To support historical analysis, the generated satellite products from individual acquisition dates
can be aggregated into time-series visualizations, including animated GIFs. These time-series
outputs enable direct visual comparison across dates, allowing users to observe changes in

land cover, urban expansion, or structural development over time.

Beyond visualization, the system performs a lightweight semantic interpretation step on the
satellite-derived outputs. By analyzing value distributions and class frequencies across all
frames within the selected time window, the system infers a dominant area-level semantic
character for the input location (e.g. urban, forest, industrial, water, barren soil). This approach

provides a high-level semantic summary of complex, multi-date satellite information, aligned

Page 14 of 78



3 RPN Co-funded by
d G-I-O ‘ CrOS the European Union

with area-usage categories, while preserving traceability to the underlying satellite imagery and

processing logic.

Overall, the satellite processing pipeline combines flexible data access through Sentinel Hub
with transparent, script-based transformations, enabling reliable and explainable conversion of

raw Earth observation data into actionable spatial intelligence.

Figure 2. Satellite products Overview
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2.2.2 Google API (Street-Level Imagery and Services)

While satellite imagery provides a broad spatial overview, Google API services enable
inspection at the street and building scale. Geo-coding services are used to resolve user-
provided locations into precise geographic coordinates, ensuring consistent spatial referencing

across all data sources.

For street-level analysis, the system retrieves the nearest five Google Street View panoramas
around the target location. Each panorama is rendered with a view orientation that faces the
point of interest, maximizing the visibility of building facades and relevant structures. These
rendered images are stored and made accessible for both direct inspection and downstream

Al processing.
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Figure 3. Retrieving nearest Google Street View panoramas around target location

pmel
fe ‘ pitela
A ‘_'.\t. =
\ 74
& bn @ ° —
(0] =
Target = e -
building a ]
o 2
.'\
) B
/ =
)

1'%

In addition to Street View imagery, the system supports retrieval of static map images for the
target location. Static maps can be generated at multiple zoom levels, allowing users to visually

assess the broader spatial context or focus on details, depending on the analysis needs.

Additional Google services, such as nearby places, road information and place-specific
metadata provide contextual cues regarding the surrounding environment (e.g. commercial
activity, road density or point of interest). This information complements satellite-based area

classification by introducing human-scale indicators of land use and urban function.

2.2.3 OpenStreetMap API (Contextual Information)

OpenStreetMap (OSM) data are integrated to enrich the system with explicit, structured
representations of the built environment and surrounding infrastructure. Like satellite and
Google-based services, OSM endpoints accept a geographic location or coordinates, together

with a user-defined radius, to define the area of interest for contextual analysis.

OSM is used as an independent contextual data source, providing explicitly mapped features
that complement image-based analysis and support interpretation without performing direct data

fusion or acting as a ground-truth validation layer.

Within this spatial extent, the system retrieves multiple categories of OSM features through

dedicated endpoints:

® Buildings, including all mapped structures within the specified radius, together with their
geometric footprints and available semantic attributes (e.g. usage, building type,
geometries, etc.).
® Roads and transport infrastructure, covering road segments and their classifications, as
well as associated elements such as traffic signs and pedestrian crossings.
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® land-use areas, where area-usage categories (e.g. residential, commercial, industrial,
agricultural) are derived by applying an additional classification and mapping layer on
top of OpenStreetMap features, addressing the high granularity and heterogeneity of

OSM tagging by aggregating detailed tags into unified semantic classes.
For each category, the retrieved data can be returned into two complementary forms:

® Structured JSON representations, exposing all relevant geometric and semantic
information for programmatic use,
® Geometric visualizations, which plot buildings, road networks, and land-use areas to

support intuitive spatial inspection.

OSM information plays a key role in contextualizing and supporting the interpretation of patterns
derived from satellite imagery and street-level analysis. For example, urban patterns inferred
from spectral indices can be cross checked against building density, road structure, or mapped

land-use types.

2.2.4 Al Detections (Building Level Analysis)

Al-based detection and classification modules provide fine-grained building intelligence that
cannot be reliably inferred from satellite imagery alone. These modules operate primarily on
Google Street View images and are implemented as modular inference pipelines built on state-
of-the-art deep learning models from the Ultralytics YOLO family, selected according to the

nature of each task (detection, segmentation, or classification).
Building Detection

As a common first step, all Al-based building analysis relies on an explicit building detection
stage. For each target location, the system retrieves up to five nearby Google Street View

panoramas, rendered with a heading oriented toward the point of interest.

A YOLO-based object detection model (YOLOv8m) is applied to each panorama to detect
building structures only. The model is configured to identify building instances without
distinguishing sub-types at this stage, focusing solely on locating building facades within the

image.

To ensure spatial relevance, the system prioritizes detections that intersect the image center,
under the assumption that the center corresponds to the intended target building. When such
a detection is present, the corresponding bounding box is cropped and used as the primary
input for subsequent analysis stages. This detection and cropping step standardize the input

for downstream models and reduces background interference from surrounding structures.
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Floor Detection

Floor estimation is formulated as a segmentation-based task, as floors are expressed through

repetitive architectural patterns across a building facade.

For each cropped building image, a YOLO11m segmentation model trained on a custom
dataset is applied. This dataset contains floors as the single target class, enabling the model
to focus exclusively on identifying floor-level structures without interference from additional

semantic categories.

Predictions from multiple panoramas are subsequently aggregated at the location level, allowing

the system to estimate a final floor count together with an associated confidence score.
Building-Type Classification

Building-type identification is treated as an image classification task. A YOLO11m classification
model, trained on custom building-type labels (e.g. residential, office, warehouse, agricultural

facility, under construction), is used for this purpose.

Results from multiple panoramas are aggregated across views (e.g. majority vote and

confidence-weighted aggregation) to produce a building-type estimate per location.
Output and Traceability

All intermediate artifacts (building detections, cropped facades, floor segmentations) and final
Al outputs are stored and exposed via pre-signed URLs, ensuring transparency, reproducibility,

and external validation.

Figure 4. Floor-counting and Building-type detection using Google Street View images
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2.3 Key Insights

The developments presented in this chapter demonstrate how heterogeneous geospatial data
sources can be systematically combined and cross-referenced to support consistent

interpretation of areas and buildings.

Satellite imagery, street-level views, and mapping data are processed through complementary
but independent analysis stages, each contributing distinct information at different spatial scales.
This design allows the system to derive area-level characteristics, temporal change indicators,
and building-specific attributes while preserving the integrity and interpretability of each data
source. In doing so, the implemented approach directly addresses the objectives of the task
by enabling multi-scale, explainable spatial analysis that can support asset tracing, contextual

risk assessment, and downstream investigative workflows.
Key contributions include:

® Multi-source analytical coordination: Satellite imagery, Street View, and OpenStreetMap
data are analyzed through coordinated but independent processing pipelines, allowing
their results to be cross-referenced and interpreted jointly. This approach improves
robustness and explainability compared to relying on a single data source, while
avoiding direct data-level fusion.

® Temporal awareness: Time-series visualizations and semantic summaries enable users
to move beyond static snapshots and reason about changes in land use and the built
environment over time, directly addressing the requirement for historical analysis.

® Automated semantic interpretation: The system translates raw visual and spectral data
into actionable semantic labels (e.g. area usage, building presence, building type,
number of floors), supporting investigative interpretation and risk contextualization while
maintaining full traceability to the underlying imagery.

® Scalable Al integration: Deep learning models are exposed as reusable, modular
services operating on street-level imagery, enabling building-level intelligence without

requiring users to manage model training, deployment, or inference workflows.

Importantly, while the developed solution does not perform financial or procurement analysis
itself, it is designed to act as a contextual intelligence layer whose outputs can be directly

connected to external data sources and higher-level analytical services within the project.

The developed solution directly satisfies the initial task requirements:
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® Source discovery is achieved through systematic querying of satellite and street-view
datasets.
Timelapse generation is supported via per-date imagery and animated outputs.
Area usage classification is inferred through spectral indices, thematic products, and
contextual OSM data.

® Building presence and type identification is addressed through Street View analysis and

Al-based classification pipelines.

Together, these elements demonstrate a concrete step toward automated, multi-scale situational

awareness for urban and land-use analysis.

2.4 Conclusion

This chapter has presented the practical outcomes and technical foundations of the Satellite
Image Recognition task. Starting from the initial goal of discovering available imagery sources
and understanding how areas and buildings evolve over time, the developed solution delivers

a comprehensive framework for area-level and building-level spatial analysis.

By leveraging satellite imagery, street-level data, contextual mapping information, and Al-based
inference in a coordinated manner, the system provides both visual evidence and semantic
interpretation while preserving data traceability and interpretability. The described components
collectively support the identification of area usage, building presence, and building

characteristics, and enable temporal analysis through satellite-based time-series imagery.

Importantly, the developed solution is positioned as a contextual intelligence component within
the broader project architecture. While it does not perform financial, procurement, or risk
analysis directly, it provides explainable, multi-scale spatial insights that can be connected to
external data sources and higher-level analytical services to support asset tracing, contextual

risk assessment, and investigative workflows.

Overall, this contribution serves as a supporting component within the project, strengthening
the toolbox with reliable, interpretable geospatial evidence for downstream analysis of the built

environment.
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3 ML-Based Models for Risk Detection

3.1 Collusion Indicators in Public Procurement

3.1.1 Practical Description

Cartels are secretive agreements among competing firms that aim to generate monopolistic
profits by increasing prices or lowering quality. Such conduct is illegal because it restricts
genuine competition and increases public expenditure. Public procurement markets are
structurally vulnerable to collusion risks due to their size, regularity of tenders, the predictable
nature of public spending, and the relatively small pool of qualified suppliers who interact

repeatedly.

Procurement cartels can be understood along three key dimensions. First, firms use specific
bidding strategies to ensure that contracts are awarded to the pre-determined supplier, such
as bid suppression, non-competitive (or cover) bidding, or joint bidding. Second, they adopt
mechanisms to share the resulting rents, including bid rotation, market allocation,
subcontracting, or informal compensation. Third, these arrangements shape the resulting market
structure, which may become highly concentrated or, in some cases, be deliberately organized
to mimic competitive conditions over time. These three dimensions provide a structured
framework for identifying how collusion manifests in procurement data and inform the design

of the indicators used in our analysis.

Large-scale procurement data allows us to identify how each firm interacts with buyers and
markets over time. Changes in these patterns can reveal shifts in market structure before,
during, or after a cartel period. At the contract level, unusually high bid prices may reflect
cover bidding. At the organization level, shifts in bidding frequency, subcontracting behaviour,
or the number of (sub-)markets suppliers actively participate may indicate a deliberate

behavioural change associated with collusion.

Cartel risk is detected by combining multiple weak signals rather than relying on a single
indicator. We use a machine learning model that learns how different red flags interact and

jointly signal collusion risk.

The dataset is constructed from procurement contracts sourced from TED and national open
data portals. These sources are harmonised by standardising product classifications, tender

information, and buyer and supplier identifiers. The data is then linked to known cartel cases
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collected from court documents. The initial dataset includes 73 cartels from 7 countries. The
expanded version adds cases from two additional countries, contributing 30 cases from the
Czech Republic and 14 from Greece. In total, the dataset covers 9 countries and 117 unique

cartel cases, allowing the model to capture a broader range of collusive behaviours.

We identify cartel-related contracts by linking firms in court cases to their procurement records.
We use firm identifiers where available and name matching otherwise. We label contracts as
collusive if they fall within the cartel period, and non-collusive otherwise. We also distinguish

pre- and post-cartel periods for robustness checks.

Variables are constructed at three levels. At the contract level, we measure bidding structure,
subcontracting, and relative prices. At the supplier level, we capture bidding frequency, single-
bid rates, market participation, and pricing patterns. At the market level, we build co-bidding
networks and derive indicators of concentration, connectivity, and supplier entry. We also

include control variables such as contract volume and product market clusters.

We train and evaluate several machine learning models by splitting the data into training and
testing sets. We estimate random forests, gradient boosting, and logistic regression and apply
five-fold cross-validation. Performance is tested across a random sample of contracts to assess
the model's predictive capacity and generalisation. The models learn which combinations of

indicators best separate collusive from non-collusive cases.

Model fit is assessed using the maximum accuracy achieved by adjusting the classification
threshold, which reflects the balance between false positives and false negatives at different
classification thresholds. The model that delivers the most consistent accuracy across the tests
is selected to generate predictions for all remaining contracts in the dataset. The final output
is a cartel risk score for each contract. This score does not establish that a cartel exists but

rather signals patterns in the data that resemble those found in confirmed cartel cases.

3.1.2 Technical Description

3.1.2.1 Introduction

This section presents the technical details on the updated machine learning framework for the
detection of bid-rigging cartels in public procurement data. We expand on the approach
developed in Fazekas et al. (2026), by a) including proven cartel cases from the Czech
Republic and Greece to train our models, b) improving the definition of procurement markets
based on co-bidding networks, and c) adding additional market-level structural and behavioural
indicators. Together these updates yield a model that improves the prediction accuracy across

countries compared to the most comprehensive model in Fazekas et al. (2026).
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3.1.22 Data
We make use of two data sources to build the cartel detection models: public procurement

tender information and court decisions documenting cartel cases.
Public Procurement Data

Procurement data are collected from Tenders Electronic Daily (TED) and national procurement
portals (if available). Different source data are integrated into a contract-level global
procurement database. Each contract includes information on the buyer, supplier, contract
value, product codes!, and whether the award was subcontracted, among other information.
Given that the data originate from multiple sources with inconsistent formats, we apply several
standardization procedures, including normalization of organization names and product
classifications. These steps are essential for cross-country comparability. See Government

Transparency Institute (2025) for a detailed description on data collection and standardization?.
Cartel Data

The proven cartel cases used for labelling collusive versus competitive contracts comes from
court decisions. DATACROS partner competition authorities provided proven cases in France,
Greece, the Czech Republic, and Norway in addition to the ones in Fazekas et al. (2026).
This data contains the names, identifiers, consortium status of convicted companies, the start
and end dates of the cartel period, the market sectors where collusion occurred, and public

links to the original court decisions when accessible.

The data contained five cases from France, fourteen from Greece, forty-two from the Czech
Republic and one case from Norway (). The court decisions span from 2011 to 2023, with
most occurring between 2016 and 2022. However, the Norwegian case is based on a 2013
court decision covering a cartel period from 2005 to 2008, which falls outside the scope of
our procurement data. We therefore exclude this case from the analysis. In addition, the

French cases will be included at a later stage of the project and are not included in the

! Tenders have a product code using the so-called Common Procurement Vocabulary (CPV), which is
a hierarchical product classification system developed to standardize the description of goods, services,
and works purchased by contracting authorities, originally designed for use in European public
procurement. Further details are available via the Official Journal of the European Union's TED
procurement portal (https://ted.europa.eu/en/simap/cpv).
2 Government Transparency Institute, 2025, “Public procurement data processing (Version 1.0)", GTI-
R/2025:06, Government Transparency Institute, Budapest. https://www.govtransparency.eu/government-
transparency-institute-2025-public-procurement-data-processing-version-1-0/
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results reported here. Accordingly, the analysis presented in this section relies on the Fazekas

et al. (2026) cartels in addition to the Czech and Greek cases.

Figure 5. Distribution of collected Cartel Cases by Decision Year
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The compiled cartel cases dataset, summarized inErrore. L'origine riferimento non & stata
trovata. Table 1, presents the distribution of 117 cartel cases and 616 convicted companies
across the nine analysed countries. Cartel size varies considerably both within and across
countries, ranging from single-firm cases to large conspiracies involving dozens of colluding
companies. This variation in cartel characteristics across jurisdictions enables the models to
learn from diverse collusive strategies and market contexts, strengthening their ability to detect

different forms of anticompetitive behaviour.

Table 1. Cartel Characteristics by Country

- Number  of|[Number  of|Average cartel|Average Range of
Country cartels companies length (years) |cartel size |cartel size
2 36 2.5 18 3-33
m 15 150 10.5 10 2-21
m 15 83 4.6 5.7 1-18
18 76 2.5 5.6 1-12
20 97 2.26 7.8 1-26
2 9 3.5 4.6 4-5
m 6 13 22 22 13
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Czech Republic 42 102 1.7 3.6 1-10
117 616 3.60 6.88 1-33

Matching Suppliers within Procurement Data

A core challenge when working with procurement data is that the same supplier frequently
appears under multiple representations, such as the full legal names, abbreviated trading
names, transliterated variants, or inconsistently populated registry identifiers, both within and
across data sources. Because cartel detection models depend on reconstructing a complete
procurement record for each supplier, fragmented supplier identities undermine the quality of
the indicators used for detection. To address this, we developed a supplier deduplication tool
that consolidates multiple representations of the same legal entity into a single supplier profile,
drawing on supplier name, address, postal code, website, and official identifiers such as tax

numbers or business registry codes.

The deduplication tool trains a deep learning model on labelled data derived from source
identifiers, where suppliers sharing the same source ID are treated as the same legal entity.
The model is iteratively refined through manual validation and augmented by a filtering step
that prevents merging suppliers with different legal forms. The process prioritises minimising
‘merge errors’, where distinct legal entities are incorrectly grouped together, at the cost of
accepting some residual ‘split error’, where the same entity remains represented under different
identifiers. For example, in Greece, deduplication reduces 2,090 unique suppliers, that a ‘naive’
string based matching finds to the 50 convicted Greek companies, to 581 consolidated entities.
Our manual validation suggests that the 2,090 unique matched suppliers are in fact 297 unique
companies®, which means that our deduplication is indeed a conservative grouping strategy.
Supplier identities should therefore be treated as a best-available approximation rather than a

definitive legal determination.*

Matching Public Procurement and Cartel Data

3 Note, that some of these suppliers are consortia.

* Residual error is most common in cases involving shared trading names, complex corporate

structures with common addresses, or suppliers operating across jurisdictions under legally distinct but

commercially related entities. For example, if {COMPANY NAME}, {COMPANY NAME CITY X},

{COMPANY NAME CITY Y} are three variations in the data, they may represent legally distinct entities

that share a common parent, raising the question of whether to treat them as one supplier or several.
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Linking cartel firms to their contracts required combining identifier and name-based matching
approaches. First, company names drawn from court documents, in both English and local
language variants were standardized, and regex patterns were constructed to account for
spelling variation and naming inconsistency across procurement records. Matching was
performed across three dimensions, cleaned official identifiers, English name variants, and local
language variants. Matches were retained if found on any one of them. Contracts where cartel
companies participated as consortium members were also flagged, as collusive behaviour

frequently involves joint bidding arrangements.

Each matched contract was then assigned a collusion status based on its timing relative to
the cartel period documented in court records. Contracts awarded during the documented cartel
period were labelled collusive; those awarded after as competitive. Where no start date was

documented, contracts prior to the opening of the investigation were treated as collusive.

As a result of the matching process, our labelled dataset covers 117 cartel cases from 9
countries, 10,688 collusive and 14,995 competitive contracts. This adds 44 new cases (14
Greek and 30 Czech) to the original dataset used in Fazekas et al. (2026).> All results reported

below are based on this labelled dataset.

3.1.2.3 Modelling Framework
Market Boundaries Classification

In the initial model, markets were defined using two-digit CPV codes. This approach has the
advantage of simplicity and interpretability. Two-digit CPV codes group contracts into broad
product and service categories such as construction works, IT services, or medical equipment
and provides a natural, institutionally recognized partition of procurement activity. However,
administrative classifications are not necessarily aligned with the actual markets, hence they

risk both over- and under-aggregating contracts.® Misspecified market boundaries can lead to

® One Norwegian cartel case (2005-2008) was excluded as no procurement contracts from that period
were available in our data. In Greece, we found procurement contract matches for all 14 collected
cartels. In the Czech Republic, 30 of the 42 collected cartel cases were successfully matched to
procurement contracts. For France, one newly collected case duplicated a cartel already present in the
dataset and was removed. The remaining newly collected French cases will be included at a later
stage of the project.
® The two-digit CPV product classification contains 45 divisions. While widely used in the procurement
literature as a market proxy, it conflates economically distinct product markets within a single code and
may split practically integrated markets.
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false positives (flagging competitive behavior across unrelated markets as collusive) or false

negatives (failing to detect cartels operating within narrow market segments).’

To address this limitation, we developed a network-based market clustering approach that
defines markets endogenously from observed bidding behaviour rather than administrative
classification. The core idea is that two CPV codes belong to the same market if the same
set of firms tends to bid on contracts under both codes (i.e. markets are similar if firms are

co-bidding on the same market).

For each country, we construct a network of CPV codes based on firms’ bidding activity. We
start from a bidder-by-CPV matrix that records which firms bid in which product categories,
and project it into a CPV-by-CPV network. In this network, two CPV codes are connected if
the same firms bid in both, and the strength of the connection reflects how frequently this co-
bidding occurs at the three-digit CPV level. We then apply community detection algorithms to

identify groups of CPV codes that share a common pool of competing firms.?

The results from these algorithms are combined into co-membership matrices, which capture
how often pairs of CPV codes are assigned to the same community across methods. These
are then aggregated into a consensus matrix that provides a robust summary of the underlying
co-bidding structure. We use this consensus matrix as the basis for iterative agglomerative
clustering, which generates a range of candidate market partitions at different levels of

granularity.’ Each partition represents a possible definition of procurement markets.

To select the most appropriate market definition, we estimate a single predictive model that
incorporates all candidate partitions simultaneously. The partition that yields the highest

classification accuracy in distinguishing cartel from non-cartel contracts is then selected as the

" For example, suppliers colluding only on contracts for MRI machines, which would be buried inside a
much larger CPV code covering all medical equipment. If the market definition is too coarse (the whole
medical equipment category), the cartel's suspicious contracting patterns gets diluted by all the
unrelated competitive contracts around them, and the model misses it.
8 Networks are constructed separately by country, reflecting the fact that supplier pools differ across
national procurement systems and to preserve the national co-bidding context. Additionally, three-digit
rather than two-digit CPV codes are used as nodes to achieve a more granular starting partition prior
to clustering.
° The partitions correspond to different cut heights along the hierarchical clustering dendrogram where
lower cuts yield more numerous, finer-grained market clusters, while higher cuts produce fewer,
broader groupings.
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preferred market definition.’® Importantly, networks are constructed exclusively on the contracts
not assigned to either the cartel or non-cartel samples to prevent any information leakage into

the model training and evaluation pipeline.
Cartel Indicators

Cartel screening relies on identifying behavioral and structural anomalies in procurement data
that deviate from competitive market patterns. Competition authorities and economists have
developed various indicators (commonly referred to as "screens") that signal potential collusive
behavior. These screens detect patterns such as unusually high prices, suspicious bidding
rotations, changes in market structures and other suspicious behaviours. Our modelling
approach builds on these established screens while introducing new indicators designed for

the contract-level data.

We construct features at multiple levels of analysis to capture different dimensions of potential
collusion. Contract-level indicators focus on the characteristics of individual tenders and their
outcomes, while organization-level indicators capture bidder behavior across multiple contracts
over time. Additionally, we employ network methods to define market boundaries and identify

patterns of interaction among participants.
Contract-Level Indicators

Contract-level features capture anomalies within individual tendering processes that may
indicate collusive arrangements. These indicators focus on observable characteristics of

individual tenders that deviate from competitive norms.

The relative value, calculated as the ratio of the final contract price to the estimated price,
serves as a key indicator of pricing anomalies. In competitive markets, final prices typically
cluster around or below estimates as firms compete to win contracts. Systematic deviations
above the estimate may signal coordinated pricing behavior, while patterns of prices consistently
at or just below estimates can indicate bid rotation schemes where cartel members take turns

winning at predetermined prices.

The number of bids submitted for each tender provides insight into market participation and

potential suppression of competition. Collusive arrangements often manifest as artificially

1% The selection of the optimal partition is based on a random forest estimated on the labelled data
using only the candidate cluster-market partitions as features, with no other cartel-related features
included. The most informative partition is identified as the one yielding the highest mean Gini
decrease. Gini is a measure of how much each feature reduces impurity (improves classification)
across the trees in the random forest model.
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reduced competition, with fewer or more bidders participating than effective market competition
would suggest. Changes in bidding intensity, such as changes in the number of participants
may reflect cartel strategies such as cover bidding, where colluding companies submit
deliberately uncompetitive bids to create the appearance of competition while ensuring a

predetermined winner.

Subcontracting arrangements and consortium participation capture potential mechanisms for
rent sharing among cartel members. Cartels frequently use these structures to distribute profits
while maintaining the illusion of competitive bidding. A winning bidder may subcontract portions
of work to cartel members who lost the tender, or cartel members may alternate between

competing independently and forming consortia to coordinate market allocation.
Organization-Level Indicators

Organization-level features track bidder behavior across multiple tenders to identify systematic
patterns consistent with cartel coordination. By examining how individual companies participate
in markets over time, we can detect behavioral anomalies that emerge from sustained collusive

arrangements rather than isolated incidents.

The number of buyers and markets supplied by each organization serves as a market
structure screen, allowing us to track structural changes in bidding behavior. Suppliers either
concentrate their activity within specific buyer/market combinations where coordination is active,
or avoid certain markets as part of allocation agreements. Sudden changes in the scope of a

supplier's participation can signal the formation or dissolution of collusive arrangements.

Benford's Law provides another organization-level indicator, leveraging a phenomenon widely
used in fraud detection. This statistical principle states that the first digits of naturally occurring
numerical data follow a predictable logarithmic distribution, with lower digits appearing more
frequently than higher ones. Deviations from this natural distribution may signal artificial
manipulation of prices through coordination. We calculate the mean absolute deviation from
Benford's expected distribution for the buyer's and market’s contract prices to capture anomalies
at both levels. The indicator would then signal that the cartel participant is supplying buyers

or markets that are suspicious.

We also create yearly aggregates of contract-level indicators to capture the temporal dynamics
of supplier behavior, recognizing that cartel activity is an ongoing process rather than a single-
contract phenomenon. These aggregated features include the average number of bids received
on contracts won, the share of single-bidder contracts, the frequency of subcontracting
arrangements, and the average relative price. We also include the total number of contracts

awarded to each supplier annually, enabling the model to distinguish between large established
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contractors and smaller occasional participants, as cartel involvement may manifest differently

across these supplier types.

To incorporate historical context, we include one-year lagged values of these organization-level
indicators. This temporal dimension allows the model to detect changes in supplier behavior
over time. For example, a supplier whose bidding patterns shift following the formation of a
cartel, or whose pricing behavior returns to normal after a cartel dissolves. These lagged
features help the model identify trajectories and trends rather than relying solely on static

snapshots.
Market-Level Indicators

We construct two groups of market-level measures to capture the structural and behavioral
characteristics of procurement networks. The first group consists of network-based metrics
derived from the country-specific co-bidding networks. The second group captures patterns of

non-competitive behavior within market clusters.

The first group consists of statistics computed from the co-bidding network, intended to
characterise the position and connectivity of each market cluster within the broader procurement
network. Network density measures how fully connected the CPV3 nodes within the cluster
are to one another through co-bidding relationships, with values close to 1 indicating that most
pairs of product categories share common bidders. Average degree captures the total volume
of co-bidding links associated with each node within the cluster. The Gini index of degree
distribution measures inequality in connectivity across nodes, where high values indicate a
star-like formation in which a small number of product categories concentrate most of the co-

bidding activity.

The second group captures how competitive conditions within a market evolve over time.
Sustained collusion typically distorts market dynamics in predictable ways: cartel firms are
expected to dominate award shares over time, new entrants are discouraged or excluded, and
prices lose the natural variation that competition produces. We therefore construct three market-
level measures, concentration, entry, and contract-value dispersion. We compute them on the
network-derived cluster markets described above, to maintain consistency with the improved

market definitions.

Market Concentration is defined as the Herfindahl index (HHI) over contract values awarded
to each firm within a given market, country, and period. High and persistent concentration may
signal that a small group of suppliers is successfully dividing the market among themselves,

a strong signal of bid-rigging arrangements.
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Market Entry is measured as the share of bidders in a given market-country-period that are
observed for the first time. Low entry rates are consistent with collusive markets where
incumbents have created implicit or explicit barriers to deter outside competition, preserving

the rents available to cartel members.

Contract Value Dispersion captures the dispersion of awarded contract values within a market.
Under competitive conditions, contract values reflect underlying cost heterogeneity and should
vary naturally; collusive agreements that allocate contracts according to a pre-determined
scheme tend to suppress this variation, producing an abnormally narrow distribution of awarded

values.

To summarise, our cartel screens span through three levels of aggregation: contract,
organisation, and market, capturing complementary dimensions of procurement activity that
collectively reflect the behavioural, structural, and network characteristics associated with
collusion. Table 2 presents the full set of indicators alongside their respective aggregation

levels.
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Table 2. Cartel Feature Aggregation Levels by Indicator Group

Contract-Level Lag version

Contract level indicators

Relative value
Number of bids
Single bidding
Subcontracting

Consortia Supplier

Organization level indicators

Number of buyers
Number of markets
Benford's Law (buyers)
Benford's Law (markets)

Number of contracts

Market level indicators (Co-bidding nework)

Denisty

Node Degree

Gini Inequality

Market Concentration
Market Entry

Market value dispersion

Market cluster

Table 3 reports summary statistics for the full estimation sample. Bidding indicators show an
average of around 5 bids per lot, with single bidding affecting roughly 23% of contracts and
relative prices clustering tightly around 0.91. Organisation-level variables reflect substantial
heterogeneity, particularly in company size, where the median of 5 contracts contrasts sharply

with a maximum exceeding 1,900. At the market cluster level, network density is high at 0.82
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and average degree exceeds 1,300, pointing to dense co-bidding relationships within clusters,
while HHI values remain low on average but with a long right tail indicating pockets of high

concentration within the clusters.

Table 3. Descriptive Statistics of Model Features in the Full Estimation Sample

St.
Deviation
0.0 4.76

age
Number of bids 5.38 6.00 5000 m————

Number of bids (aggregated) 5.97 5.33 0.0 4.90 5000 mW————
Number of bids (aggregated-lagged) 6.16 5.30 0.0 5.05 5000 W————
Single bidding (aggregated) 0.23 0.21 0.0 0.29 100 puilm- ——
Single bidding (aggregated-lagged) 0.24 0.20 0.0 0.30 100 pulll - —
Subcontracting (aggregated) 0.08 0.12 0.0 0.10 100 m————
Subcontracting (aggregated-lagged) 0.09 0.11 0.0 0.11 100 m————
Relative price (aggregated) 0.91 0.06 0.5 0.90 130 __m——
Relative price (aggregated-lagged) 0.91 0.06 0.5 0.91 130 __m——
Number of markets (aggregated) 0.38 0.36 0.0 0.25 1.00 B -
Number of ket ted-

umber of markets (aggregate 0.22 0.24 00 015 1.00 pl—___
lagged)
Number of buyers (aggregated) 0.58 0.34 0.0 0.52 1.00 ol
Number of b ted-

umber of buyers (aggregate 0.52 024 00 045 1.00 __mm—
lagged) -
Company size (nr. of contracts) 36.08 106.55 0.0 5.00 1,973.00 g—— ——
Benford's Law by b

enford's Law by buyer/year 0.02 001 00 002 019 p———_
(aggregated)
Benford's Law by b

enford’s Law by buyer/year 0.02 001 00 002 019 p—___
(aggregated-lagged)
Benford's Law b ket

enford’s Law by market/year 0.01 001 00 001 011 p____

(aggregated)

Page 33 of 78



3 RPN Co-funded by
d G-I-O ‘ CI'OS the European Union

Benford's Law by market/year
(aggregated-lagged)

0.01 0.01 0.0 0.01 011 m———_

HHI (market cluster) 0.01 0.02 0.0 0.00 100 m————
Entry rate (market cluster) 0.00 0.00 0.0 0.00 000 __m——

ffici f variati f
Coefficient of variation of contract 1.18 978.87 0.0 014 9518569 g____
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Modelling

The modelling in DATACROS builds on the approach developed in Fazekas et al. (2026) and
extends it in three ways. First, we expand the training data by incorporating proven cartel
cases from two new countries, the Czech Republic and Greece. Second, we replace the CPV
market classification with the network-derived market definitions based on co-bidding networks.

Third, we supplement the feature set with the market-level network and behaviour indicators.

We estimate a Random Forest classifier, an ensemble method that builds multiple decision
trees on bootstrapped samples of the data and aggregates their predictions. This approach
reduces overfitting while capturing complex non-linear relationships between features and the

collusion outcome, making it well suited to the heterogeneous procurement data.

We split the sample into 80% training and 20% test sets, stratifying on supplier-year pairs to
ensure that observations from the same supplier in the same year are not distributed across
both sets. This produces a clean separation between the data used to fit the model and the

data used to evaluate it. !

To assess how well the model generalises to unseen contracts, we evaluate performance
using 5-fold cross-validation. The training data is divided into five equally sized subsets, with

the model trained on four folds and evaluated on the fifth in each iteration. This process is

1 Splitting on supplier-year pairs rather than individual contracts prevents the same supplier's bidding
behaviour from appearing in both the training and test sets, which would otherwise inflate performance
estimates by allowing the model to learn supplier-specific patterns during training and exploit them at
evaluation.
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repeated five times so that every observation serves as a validation case exactly once, and
performance metrics are averaged across the five folds to produce a stable estimate of out-

of-sample accuracy.

3.1.2.4 Results

Panel 1 in Table 4 reports the performance of the original model specification applied to the
expanded dataset. The baseline model, estimated on the initial cartel sample, achieves an
AUC of 0.89, an accuracy of 83.06%, and a false positive rate of 17.73%. When cartel cases
from the Czech Republic and Greece are added to the training data, overall performance
declines, with accuracy falling to 78.55% and AUC dropping to 0.83. Similar patterns emerge
when each country is added in isolation, with the Czech sample producing a notably lower
AUC of 0.79 and accuracy of 75.04%. The Greek cases alone perform somewhat better,
reaching an AUC of 0.85 and accuracy of 78.97%.

The deterioration in predictive performance after adding the new countries is not surprising.
The original model was trained on cartel cases drawn from a specific set of institutional and
market contexts, and the Czech and Greek procurement environments introduce patterns of
collusion that the baseline feature set may not fully capture. The new cases also expand the
heterogeneity of the training sample, making it harder for the model to find a single decision
boundary that generalizes well across all countries. Notably, the false positive rate improves
relative to the baseline across all three expanded samples, suggesting that the model becomes

more conservative in flagging suspicious contracts.

Panel 2 in Table 4 reports results for the updated model, which incorporates the network-
derived market definitions and the new market-level features described above. The
improvements are substantial across all samples. When trained on the full expanded sample
including both Czech and Greek cases, the updated model reaches an accuracy of 87.50%
and an AUC of 0.92, representing a meaningful gain over the equivalent Panel 1 specification.
The false positive rate falls to 5.52%, less than half the baseline figure, indicating that the
new market features help the model better distinguish genuinely competitive contracts from

collusive ones.

Adding Greek cases alone produces the strongest results, with an AUC of 0.93 and a false
positive rate of 5.97%. The Czech-only expansion is similar, with an AUC of 0.91 and accuracy
of 85.60%, though the false positive rate of 7.57% is slightly higher than the other
specifications, consistent with the pattern observed in Panel 1 where Czech cases appear
harder to generalize from, possibly reflecting idiosyncratic features of Czech procurement

markets that warrant further investigation.
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Table 4. Model Performance by Cartel Sample and Specification

Accuracy False Positive
(using best Rate
threshold)

Panel 1: Original Model

Initial cartels + CZ +EL 78.55%

0.83 11.84%
Initial cartels + CZ 75.04% 0.79 13.97%

Initial cartels + EL 78.97% 0.85 17.00%

Panel 2: DATACROS Model

Initial cartels + CZ +EL 87.50% 0.92 5.52%
Initial cartels + CZ 85.60% 0.91 7.57%

Initial cartels + EL 89.30% 0.93 5.97%

Figure 6 illustrates how model performance on Czech procurement data evolves as cartel
cases from additional countries are incrementally added to the training set, using the original
model specification. Starting from a Czech-only training sample, accuracy and AUC are
relatively low at around 69% and 0.65 respectively, with a high false positive rate above 23%.
Performance improves substantially and consistently as each new country is added, with the
largest gains appearing after the inclusion of Sweden and Spain, where accuracy jumps to
around 84% and the false positive rate collapses to below 5%. This suggests, that cartel
predictions indeed become more accurate in individual countries, when the models are trained

using proven cases from multiple countries.

Figure 6. Incremental Country Training Performance on Czech Test Data using the Baseline Mode/
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Figure 7 shows the distribution of supplier-level average predicted collusion probabilities,
aggregating contract-level risk scores to reveal whether individual suppliers exhibit persistent
collusion risk across their procurement activity. In the Czech Republic, the distribution centres
around 50%, indicating that a large share of active suppliers operate at moderate to high
collusion risk. Greece shows a lower overall risk profile with most suppliers clustering around
25%, though a tail extends toward 50-75%. For competition authorities, the suppliers sitting in
the right tail of both distributions are the most actionable targets, as a consistently elevated
score across many contracts points to a systematic pattern of behaviour rather than a statistical

anomaly.
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Figure 7. Predicted Collusion Risk Distribution for Suppliers with More Than 10 Contracts

Czech Republic

400
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3.1.3 Key insights

Greece

25% 50% 75%

The indicator developed in this chapter provides practical insights for cartel detection and

investigation by competition authorities.

e High-accuracy detection using administrative data:

The model demonstrates that cartel behaviour can be detected with high accuracy

using contract-level procurement data that is readily available to competition

authorities in most countries, without requiring costly data collection.

e Cross-country generalisation with selective transferability:

While model performance declines when expanding training data across countries,

reflecting institutional and market differences, selected combinations of countries

improve predictions, indicating that cross-country generalisation is feasible when

training samples are carefully chosen.

o Performance gains from network-based market modelling:

Incorporating network-derived market definitions and cluster-level features substantially

improves performance across all configurations. In particular, false positive rates are

reduced by more than half, which is critical for competition authorities with limited

resources.

e Persistent supplier-level risk patterns:

Aggregating contract-level predictions to the supplier level helps identify firms with
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persistent high collusion risk scores. The upper tail of the aggregated risk distribution
provides a targeted and actionable set of candidates for investigation.

o Data-driven market definitions with practical limitations:
Network-based market classification improves predictive performance but remains an
approximation of true product markets, with accuracy depending on the quality of co-
bidding data.

e Conservative entity deduplication and its implications:
Supplier deduplication reduces fragmentation but prioritises avoiding false matches
and is likely understating true firm groupings. As a result, supplier-level risk estimates

should be interpreted as conservative approximations.

3.1.4 Conclusion

The collusion indicator developed for the DATACROS dashboard builds on the model introduced
in Fazekas et al. (2026) and propose an updated framework for detecting collusion in public
procurement through two successive contributions. First, the training sample is expanded across
countries, showing that while adding new countries does not uniformly improve detection, a
well-chosen subset can improve predictions for a target country. Second, network-derived
market definitions based on co-bidding patterns are introduced alongside a set of market-level
behavioural indicators, yielding the DATACROS model which substantially outperforms the

baseline across all sample configurations with false positive rates more than halved.

Within the DATACROS toolbox, the modelling provides supplier-level cartel risk predictions
based on collusive patterns of confirmed cartel cases that collected across nine countries. This
allows competition authorities to screen suppliers and prioritise investigations using existing

administrative data.

Future work could focus on refining network-based market definitions, improving entity resolution
to further strengthen supplier-level risk profiles. As procurement data becomes richer and more
standardised across jurisdictions, each of these limitations is likely to recede. The results
presented here nonetheless demonstrate that combining cross-national training data with
network-derived market structure meaningfully advances the state of the art in algorithmic cartel
detection, offering competition authorities a more powerful and operationalizable tool for

prioritising investigations.
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3.2 NLP-Indicators in Public Procurement

3.2.1 Practical Description

While formal corruption strategies are often visible (such as restrictive procedures), manipulating
the wording of tender documentation offers a much harder-to-detect way to limit competition.

However, NLP-based methods allow us to model the relationship between textual data and
the competitive outcomes of public tenders. The text-based indicator measures the extent to
which tender documentation may have been subtly tailored to favour a specific bidder. The
NLP-based risk indicator we developed builds on the methodology introduced in our working
paper'?, ensuring that the approach is both theoretically and empirically validated. The indicator
captures whether the wording of a tender appears tailored to a very small set of potential
suppliers. For example, eligibility criteria may include surprisingly specific conditions that only
a single firm can meet, even when no formal or structural restriction of competition is visible.
Similarly, service or product descriptions can be written so narrowly that only a handful of
companies could realistically deliver them. Finally, in some cases award criteria introduce
seemingly subjective elements (alongside standard price or numerical criteria such as delivery
time or guarantee length) that may subtly favour a particular bidder despite the absence of
explicit competition restrictions.

To operationalize these patterns systematically, we extract and preprocess the relevant textual
fields from procurement notices and transform them into structured, quantitative features
(vectors). We also compute a range of text-based indicators capturing characteristics such as
lexical diversity, number ratios etc.

The publicly available public procurement notices typically contain three types of textual
information: a) product descriptions, which may over-specify items so only one supplier can
reasonably deliver the products; b) eligibility criteria, which can be worded to exclude unwanted
bidders; and c) award criteria, where non-price scoring rules can discreetly benefit a preferred

firm."

2 Katona E., Fazekas M., 2024, “Hidden barriers to open competition: Using text mining to uncover
corrupt restrictions to competition in public procurement”, GTI-WP/2024:01, Government Transparency
Institute, Budapest.
3 These three types of textual data are typically described in six different sections of the publicly
available call for tenders documents. To detect risks, we analyze six publicly available text fields from
procurement announcements, covering tender titles and descriptions, personal/technical/economic
eligibility requirements, and award criteria. Although these fields do not include the full documentation
accessible only to registered bidders, they still contain the key information through which subtle
restrictions can be signaled.
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Next, we use a large sample of tenders to estimate the relationship between the texts and
the level of competition. We model how patterns in eligibility criteria, product descriptions, and
award criteria relate to the probability of receiving a single bid.

Once the model is estimated, it can be applied to new tenders that were not part of the
original training sample. By analysing the wording of the tender documentation, the model
predicts the probability that a procurement procedure will attract only a single bidder. The
resulting score ranges between 0 and 1 and serves as a text-based risk indicator: higher
values suggest that the language of the tender resembles patterns previously associated with
limited competition.

3.2.2 Technical Description

3.2.2.1 Conceptual Framework

A corrupt group, in particular a corrupt procuring entity, will resort to visible, but easy to
implement strategies when it is confident that monitoring agents will not uncover or punish it
for corruption; or when it is confident that its corrupt acts will look legal. However, whenever
it needs to hide its corrupt dealings more carefully or the legal framework makes it hard to
conceal corruption, it will resort to more subtle methods of excluding non-connected bidders

and favouring those with connections.

One such method is tailoring tendering terms to a particular company, and its products can
be used to constrain competition in public procurement tenders (i.e. limit access to public
resources) in addition to visible, formal corruption strategies, such as using a restrictive
procedure. However, not all sections of the tendering documents can be used to limit
competition in the same way. Three major areas of the tender documentation can be used for
subtly favouring a certain bidder:

1. Product description: This section of the tender documentation defines the object of the
purchase (goods, works, and services)™. If the product description is overly tailored for the
supplies of a specific company, in essence all non-connected competitors with substitute
products can be excluded.

14 Gorgun M. K., Kutlu M., Tas B. K. O., 2020, “Predicting the number of bidders in public
procurement”, 2020 5th International Conference on Computer Science and Engineering (UBMK), pp.
360-365, doi:10.1109/UBMK50275.2020.9219404.
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2. Eligibility criteria: This section of the tender documentation defines the preconditions whose
fulfilment is necessary for any eligible bidder' '®. Restrictive or conveniently vague eligibility
criteria allows unwanted competitors to be excluded without being even considered as bidders.

3. Award criteria: This section of the tender documentation defines the scoring rule for eligible
bids, that is once a company passed the eligibility criteria and its products fit the product
description. Typically, this section only defines price as the main criteria for ranking submitted
bids. However, when different price-related criteria and quality features are scored, a range of
subtle scoring rules can be inserted that can favour a connected bidder.

However, the presence of restrictive or highly specific language in tender documentation does
not necessarily imply corrupt intent. There are several situations in which such textual patterns
may emerge for legitimate reasons. First, contracting authorities may prefer to work with firms
whose reliability and performance they know from prior collaborations, which may lead them
to formulate requirements that closely match the capabilities of trusted suppliers. Second, in
some markets only a small humber of firms are able to deliver a particular product or service,
meaning that highly specific product descriptions may reflect genuine technical needs rather
than deliberate attempts to exclude competitors. Third, variation in the administrative capacity
of contracting authorities may affect the quality and structure of procurement documentation:
less experienced buyers may produce poorly structured or overly specific tender texts that
inadvertently limit competition.

These considerations raise potential endogeneity concerns when using textual characteristics
to predict competition outcomes. As a result, the text-based indicator should be interpreted as
a risk signal of potentially restrictive tender design, rather than definitive evidence of corruption.

3.222 Data Overview

Data

In practice, six different text fields are available from the official procurement records that
correspond to these three main types:

1. Product description: tender title, tender description;
2. Eligibility criteria: personal, technical, and economic requirements; and

3. Award criteria: scoring rules for submitted bids.

> Modrugan N., Rabuzin K., Mrsi¢ L., 2020, “Improving public sector efficiency using advanced text
mining in the procurement process”, 9th International Conference on Data Science, Technology and
Applications, pp. 200-206, doi:10.5220/0009823102000206.
6 Rabuzin K., Modrusan N., 2019, “Prediction of Public Procurement Corruption Indices using Machine
Learning Methods”, KMIS.
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However, several limitations affect the completeness and consistency of these data. First, some
tenders contain missing text because certain public buyers do not fully follow legal disclosure
requirements. Moreover, these publicly available text fields represent only summaries and key
elements from the procurement notices; they are not the full tender documentation. More
detailed and highly specific information is provided only to registered bidders, meaning that

substantial parts of the documentation are typically inaccessible to the public.

Additionally, the availability and structure of information vary across countries. Different national
procurement systems publish different fields and levels of detail, meaning that not all text
elements are consistently available everywhere. As a result, the international data landscape
is fragmented. In comparison, TED (Tenders Electronic Daily) offers more coherent and
standardised information than most national sources, though it still inherits some of these

limitations from the original issuers.

Preprocessing

In this step we removed special characters, digits, extra spaces. While humbers may be
important, as for example they can indicate laws and sections of laws or specific eligibility
parameters. This is because competition restriction happens through overspecifying legal and
technical conditions. However, it is not central to our claims whether restrictions happen
through any paragraph or eligibility condition, rather their frequency of use. We converted

non-Latin characters to Latin in countries where it was necessary.

Text Feature Engineering and Meta Characteristic Analysis

After text pre-processing, we created predictors from n-grams by converting the processed
text data to numerical vectors suitable for analysis: we used the TF-IDF (Term Frequency-
Inverse Document Frequency) vectorizer. We also calculated text meta characteristics, albeit
for these variables, we did not use the same pre-processing, rather calculated them on the
raw, unprocessed texts. These meta variables capture the macro features of each text either
on its own (law reference, number ratio) or compared to other texts (normalized length, and
lexical diversity). Calculating the ratio of numbers and tracking references to laws allows us
to retain some of the information removed during pre-processing, i.e. removing numbers.
Moreover, including the length of texts (normalized by economic sector average) allows the
models to consider the overall frequency of words in a text in addition to the occurrence of

specific words and word combinations.
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3.22.3 Methods
We estimate supervised learning models predicting single bidding (1 = one bid submitted; 0 =

more than one bid submitted) based on the textual content of tender publications.

The modelling and validation approach builds on our working paper'. In that study, using
Hungarian procurement data, we compared several supervised learning algorithms: support
vector machines, random forest, and XGBoost, combined with different text configurations
(using all three textual fields together or each text type separately). The models were validated
using both quantitative performance metrics and qualitative assessment. The best-performing
specification was the random forest model using all three text fields simultaneously with TF-
IDF text representation.

In addition to these approaches, we also explored transformer-based methods, specifically fine-
tuning a BERT (Bidirectional Encoder Representations from Transformers) model for the same
binary classification task. In this experimental setup, the available textual fields were
concatenated into a single input sequence and processed using a pretrained BERT architecture
with a task-specific classification head. While this approach leverages recent advances in deep
contextual language modelling, its performance in our setting was less stable and generally
inferior to the random forest specification, particularly in terms of generalization across years
and robustness to data variation

Based on these results, the present analysis continues with the Random Forest model using
TF-IDF representations, as it provides a more reliable and computationally efficient solution for
large-scale application across countries and time periods.

We divided the data into two subsets: a smaller subset of contracts from earlier years used
for training and validation, and a more recent subset used as a test set. The resulting text-
based risk score is a predicted probability between 0 and 1. The higher the probability, the
higher the likelihood of receiving only a single bid based on the text of the tender publication.
For instance, a prediction of 0.8 suggests an 80% likelihood of receiving one bid due to text-
based competition restrictions. The probability reflects the average prediction across all decision
trees in the random forest.

3.22.4 Results and Interpretation
The text indicator performance was evaluated for Poland (PL) and Bulgaria (BG), using both

TED and national data sources separately. Model performance is assessed using accuracy

7 Katona E., Fazekas M., 2024, “Hidden barriers to open competition: Using text mining to uncover
corrupt restrictions to competition in public procurement”, GTI-WP/2024:01, Government Transparency
Institute, Budapest.
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and weighted F1-score, reflecting both overall predictive power and robustness to class

imbalance.

An important aspect of the evaluation design is that the validation set can be treated as a
reliable reference point for model performance. The validation data follows the same structure
as the test set, including identical temporal coverage logic (year-based splits) and filtering
conditions. The key difference is that the test set consists of more recent years that were not
observed during model training. As such, validation results reflect expected performance under
comparable data conditions, while test results provide a measure of out-of-sample generalization

to newly observed procurement data.
Overall Performance

Across both countries, the model demonstrates stable and satisfactory predictive performance,
particularly when evaluated on validation samples. Results are consistently stronger for national
datasets compared to TED data (Table 5)

In Poland, the model achieves an accuracy of 0.63 on the TED validation set and 0.70 on
the national validation set. Test performance is slightly lower, with 0.61 accuracy for TED and
0.66 for national data. Similarly, in Bulgaria, validation accuracy reaches 0.74 for both TED

and national datasets, while test accuracy is 0.69 (TED) and 0.68 (national).

Weighted F1 scores follow similar patterns to accuracy, indicating that the model maintains

consistent performance when accounting for class imbalance.

Table 5. Model Performance Metrics by Country and Source

PL TED 0.63 0.62

Valid 64,626

Test 1,004,220 0.61 0.57

National Valid 10,012 0.70 0.67
Test 926,478 0.66 0.64

TED Valid 3,242 0.74 0.74
Test 54,363 0.69 0.69

National Valid 4,522 0.74 0.73
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- Test 80,629 0.68 0.67

Temporal Stability

To assess robustness over time, we evaluate model performance on yearly test subsets.

Figure 8. Temporal changes in accuracy by country and source
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In Poland (TED), performance remains relatively stable between 2020 and 2023 (accuracy
around 0.63-0.64), followed by a decline in 2024 (0.61) and a more substantial drop in 2025
(0.55). A similar pattern is observed in weighted F1 scores, suggesting that more recent data
may differ structurally from earlier training data, potentially due to changes in procurement

practices or reporting standards.

Poland’s national data shows a more stable and slightly improving trend over time, with
accuracy increasing from 0.58 (2021) to 0.68 (2024-2025). This indicates that the model

generalizes better within the national dataset.

In Bulgaria, both TED and national datasets exhibit a gradual decline in performance over
time. TED accuracy decreases from 0.79 (2020) to around 0.60-0.61 (2024-2025), while national
data follows a similar downward trend from 0.73 (2020) to 0.58 (2025). This pattern is likely

due to data availability issues (a high missing rate in text fields) which may bias the results.

Interpretation
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Overall, the results confirm that textual characteristics of tender documentation contain
meaningful information about competition outcomes. The model can identify patterns associated

with single bidding with moderate to strong accuracy across countries and data sources.

At the same time, performance variation across years highlights the importance of temporal
validation and periodic model updates. Changes in procurement language, regulation, or
reporting practices may alter the relationship between text and competition outcomes, reducing

predictive performance if models are not recalibrated.

Importantly, the indicator should not be interpreted as direct evidence of corruption. Instead, it
captures patterns in language that are statistically significantly associated with restricted
competition. High scores signal tenders whose wording resembles previously observed cases
of limited competition, thereby providing a useful risk-based screening tool for further

investigation.

3.2.3 Key Insights

Textual data have not been utilised as a practically useful indicator of competition limitation in
quantitative analysis. This indicator contributes to existing corruption risk measurement
frameworks by expanding on the repertoire of identified corruption strategies and gauging
trade-offs and complementarities between more and less visible strategies. These insights
strengthen the evidence base for data-driven governance and support the development of
policy instruments, audit tools, and investigative tools that can more effectively detect corruption
in public procurement. These refinements not only improve corruption risk prediction methods
but also help generate insights for policymakers seeking to design targeted monitoring and

oversight mechanisms.

3.2.4 Conclusion

This section presents a text-based indicator that helps identify potentially restrictive tender
design in public procurement by analysing the wording of tender documentation. The approach
complements existing indicators by capturing more subtle, less visible strategies that may limit
competition.

The results show that textual features are systematically associated with competition outcomes,
and that the indicator performs consistently across countries and data sources. At the same
time, variation over time highlights the need for regular updates and careful interpretation in
changing procurement environments.

The indicator is not intended to provide direct evidence of corruption. Rather, it functions as
a risk-based screening tool that can support monitoring authorities in prioritising tenders for
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further review. By flagging cases where tender wording resembles patterns linked to limited
competition, it enables more targeted and efficient oversight.

Overall, the approach demonstrates that even imperfect textual data can be leveraged to
strengthen data-driven monitoring of public procurement. When used alongside other indicators,
it can enhance the ability of policymakers and oversight bodies to detect and address risks to
fair competition.

Page 48 of 78



3 RPN Co-funded by
d GTG ‘ crOS the European Union

4 Other Risk Indicators and Tools

4.1 LLM-Powered OSINT Risk Detection

The rapid development of large language models (LLMSs) is transforming how vast amounts of
unstructured text are collected, organised, and interpreted. In fields where public interests are
at risk — such as supervision, prevention of economic crime, and market integrity — it is no
longer acceptable for these innovations to remain solely within private experimentation. They
need to be tested in a controlled and transparent manner to assess whether, and under which
circumstances, they can enhance the efficiency, traceability, and proportionality of risk detection

processes.

OSINT, for reputational and compliance risks, serves as a natural testing ground. Authorities
and obligated entities must continuously monitor adverse events emerging in the public domain—
news, official statements, court rulings, investigative reports. to evaluate the risk profile of
individuals, companies, and other third parties. Traditional tools, often reliant on keyword
searches and first-generation adverse media engines, tend to generate large numbers of false
positives, duplicates, and marginal content, placing the burden on human analysts to filter and

contextualise.

The large language model-driven (LLM-driven) OSINT risk detection approach addresses this
specific challenge by using the same structure as employed in entity disambiguation, reported
in Chapter 2, for the entity disambiguation powered by LLMs. Indeed, the prototype employs
LLMs and “agentic’ capabilities (LLMs equipped with search tools and coordinated functions)
to automate the most repetitive OSINT tasks, improve filtering and synthesis quality, and give
analysts a concise, well-justified, and auditable overview of the key risk-related elements linked
to a particular entity. The aim is not to replace human judgement but to shift it towards higher-
value decisions, while ensuring strict source traceability, embedded quality controls, and
compliance with regulatory requirements, especially concerning data protection and high-impact

Al systems.

4.1.1 Practical Description

Authorities and obligated entities routinely monitor open sources (news, official communications,
court reporting, investigative journalism, registers) to detect adverse events relevant to third
parties. Conventional keyword-based adverse media tools often generate duplicates, low-signal

hits, and weak contextualisation, pushing the burden onto analysts. Moreover, human-executed
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OSINT processing is prone to bias and may not uphold established procedures due to fatigue

or lack of oversight.

The objective of this task was to test whether an LLM-based interpretative layer, anchored to
retrieved evidence and embedded in a controlled pipeline (see chapter 1), can improve three
operational dimensions: (1) relevance (fewer, higher-signal items), (2) structure (events, types,
dates, and procedural status rather than raw “hits”), and (3) auditability (clear source linking

and reproducible extraction trails)

The prototype is designed to integrate the framework developed for entity disambiguation into
existing risk assessment workflows as a supporting layer. It reduces the need for manual
screening to obtain an initial OSINT picture of an entity, without generating automated decisions
or scores that would bypass human review. While analysts retain control over inclusion,
interpretation, and use of the information, and the system’s role is to surface, structure, and

explain what is available in open sources as efficiently and consistently as possible.

4.1.2 Technical Description
4.1.2.1 Data

The core OSINT retrieval and LLM extraction pipeline (entity normalisation, query generation,
document retrieval and deduplication, evidence-anchored extraction, and analyst-facing
synthesis) is described in Chapter 2 and is not repeated here. This section focuses on the

risk-detection layer introduced in Task 4.3.

Indeed, the additional part is that prompts are specified in relation to offer the user a potential
idea about the severity of the allegation or measure (e.g., final conviction versus early-stage
rumour), the category of crime, the timing and recency of the event, source authority and
independence, and the level of corroboration across sources. The output provides a ranking
of entities or events for human review prioritisation and to mitigate the alert fatigue caused by
large volumes of low-quality hits. These elements can be used by the user to identify a ‘risk

assessment procedure’ with deterministic rules, customisable to the user’s needs.

4.1.2.2 Results

Within the period covered by this deliverable, work has focused on designing the architecture,
implementing the prototype, and performing an initial qualitative validation on a limited set of
entities. The sample was constructed to include: entities with known and documented adverse
profiles, to test whether the system can recover and classify that profile; entities for which no
adverse events are believed to exist, to gauge the level of false positives; and entities with
pronounced name ambiguity or complex group structures, to stress-test disambiguation - Three

preliminary findings stand out.
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First, the system increases the informational density of the material presented to analysts. For
a given entity, the number of documents requiring manual review is lower, while the proportion
of relevant documents to the defined risk categories is higher. This improvement results from

the combined effect of structured retrieval, deduplication, and semantic filtering by the LLM.

Secondly, the prototype can distinguish, to a meaningful degree, between different types and
stages of events: investigations, prosecutions, convictions, administrative measures, and purely
journalistic allegations are often treated differently in the extracted records. Basic temporal
information is also captured, allowing analysts to separate recent developments from older

episodes. This represents a clear improvement over binary “hit/no-hit” approaches.

Thirdly, even when a full human review is still performed, the time needed to assemble an
initial OSINT picture of an entity—such as collecting documents, conducting an initial screening,
and reconstructing a basic timeline—is significantly reduced. This allows analytical resources to

be redirected towards the most complex or sensitive cases.

At the same time, the tests highlight limitations already reported in Chapter 2 that will need
addressing: sensitivity to ambiguity in local contexts with strong name duplication; dependence
on the quality and coverage of information accessible through indexed web sources; and the
need for more explicit criteria on how to handle old or minor items in light of European right
to be forgotten principles. These points define the agenda for further refinement and more

systematic measurement of performance.

4.1.3 Key Insights

This prototype shows that LLMs can do more than simple Ait/no-hit checks by identifying
different types and stages of events (such as investigation, prosecution, conviction,
administrative measures, and journalistic allegations) and by capturing basic temporal context.
This results in more detailed and defendable risk assessments than those based solely on

keywords or sources.

Likewise, the system indicates that explanations are just as important as classifications. Short,
standardised narratives that clearly connect events to sources make internal discussions and
external reviews easier, reducing dependence on opaque scoring rules. This is especially
relevant in supervised settings, where authorities need to understand the basis of a risk

assessment.

4.1.4 Conclusion

The LLM-powered OSINT risk detection prototype demonstrates that LLMs and agentic
architectures can be effectively integrated into third-party risk assessment workflows to support
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the detection and structuring of open-source indicators of reputational and compliance risks.
Practically, the system provides more focused and interpretable OSINT outputs while reducing
the manual effort needed to assemble an initial risk picture for a given entity. The work also
shows that such technologies must be considered as components of a broader control
infrastructure rather than as autonomous decision-makers.

Their contribution depends on high-quality sources, clear and documented scoring logic, and
meaningful human oversight, along with careful attention to risk, bias, and legal constraints.
The next phases of the project will focus on three areas: expanding and diversifying the test
set of entities to obtain quantitative measures of precision, coverage, and operational benefit;
strengthening governance, validation, and documentation mechanisms, including their alignment
with evolving supervisory expectations; and exploring practical integration paths with existing
risk assessment toolchains within participating administrations, aiming to improve public-interest
outcomes and the integrity of economic systems.

4.2 Crypto-Indicators

As expressed by DATACROS Il end-users as a requirement (see Deliverable 1.1) and foreseen
in the Grant Agreement, the third iteration of the DATACROS tool-box aimed to enlarge its
data coverage to include crypto and broader virtual assets. Particularly, risk-indicators and
anomaly flags, present and applied to other entity types (public procurement tenders and
firms), should extend as well to these virtual assets. Accomplishing the aforementioned crypto
integration was possible due to the collaboration and data-sharing of Crystal Intelligence, a
DATACROS Il partner and virtual asset data provider. The coverage provided by Crystal
Intelligence includes the publicly indexed blockchain transactions, in turn capturing all

observable wallets partaking in the transactions.

4.2.1 Practical Description

The integration took the form of incorporating crypto wallets as an entity type. Crypto wallets
are the repository (taking either the form of a hardware or software device) where holders of
crypto assets store their private keys. That is, it allows owners of crypto assets to manage
their virtual holdings and track transactions - as a literal wallet holds an individual’s bank cards
and fiat currency. In the DATACROS Il platform, end-users are able to query these wallets
through the search module, using the wallet’'s address or hash identifier of a transaction it has

performed, which the end-user has previously identified as relevant for their investigation.

The user is provided back the wallet that corresponds with the hash they provided. The user

then can opt to include the wallet as an entity in in a dataset. The wallet loads into the
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dataset with the following information: (1) risk scores, (2) mentions, (3) the hash IDs or
addresses of counterparties in transactions, and (4) connections with potentially high-risk
activities. It can then be linked with other entities in the dataset (on-chain entities) through the
custom node and custom edge functionalities. Once manually connected, for example, to a
person or a company with which the user has established a connection (is the owner or
controller of the wallet), the wallet is included in the corporate ownership structures with which
the link exists. The risk for said on-chain entities, is then calculated with the off-chain crypto

wallet’s risk scores taking for granted.

Derived directly from Crystal Intelligence, the risk scores assigned to crypto wallets represent
the risk that a wallet is involved in illegal activity. Allowing for a streamlined and efficient
overview of risk, particularly when the number of entities under investigation is large, these
risk indicators act as an invaluable resource for financial institutions and other enforcement
authorities needing a straightforward, yet comprehensive, method for risk assessment in
cryptocurrency transactions. Whilst the coverage of wallets extends to all present in publicly
indexed blockchain transactions, the risk scoring occurs only where sufficient signals exist (i.e.,
when a wallet is part of a cluster linked to a known service, enforcement action, or other risk-

relevant activities).

The risk scores are presented in the DATACROS Ill platform on a scale of 1 - 5, in line with
the other indicators within the platform. The score is calculated through an evaluation of the
involvement or relation of a wallet with a set of known activities or operations. These activities
or operations (explained in greater detail in section 4.4.2., can either increase or decrease the
risk associated with a wallet. Moreover, they themselves represent findings for the end-user.
That is to say, the mere connection of a wallet with a particular activity (e.g., terrorist financing)
contributes to the advancement of the user’s intelligence picture. As such, end-users view the
risk score as (1) an overall evaluation between 1 - 5 and (2) a list of activities for which the

wallet has been associated to.

4.2.2 Technical Description

The calculation of risk score involves several steps. Initially, wallets are grouped into clusters
through a clustering algorithm. The algorithm is in part powered by ML, particularly a graph-
based and semi-supervised architecture. Said clustering infers transactional control patterns,
as blockchain addresses are pseudonymous and a single entity may control several
simultaneously. As such, it prevents the eventual risk scoring from being fragmented (i.e.,
without an appreciation for which wallets are truly independent from one another and which,

instead, are controlled by the same entity) and, therefore, potentially un- or mis-informative.
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Thus, whilst not uncovering the identity behind wallets, the clustering creates groups of

addresses likely under the control of the same entity.

This graph of transactions is then analysed and curated labels (i.e., expert-defined activity
classifications assigned to known entities or clusters based on investigative findings, public
reporting, enforcement disclosures, or other verified sources) are propagated across the
connected entities, using the aforementioned ML algorithms, graph or semi-supervised learning.
These outputs are then combined with rule-based logic, where certain results produced by the

algorithm trigger a particular categorisation - which is then re-confirmed by a human evaluator.

Data is then gathered from various online sources to associate some of these clusters with
known operations or activities (e.g., a darkweb market, or known cryptocurrency ATM machine).
Expert valuators at Crystal manually assign risk scores to these activities. The degree of
influence each activity type has on all wallet is then quantified using a /abel propagation
algorithm - which works to assign weights to the relevancy of and proximity to the activities -
resulting in each wallet being allocated a risk score. Table 6 presents the activities identified

and risk-scored by Crystal Intelligence.

Here, the aforementioned rule-based logic serves three core functions. It constrains the
propagation of risk scoring by applying exposure thresholds, limiting indirect inheritance across
transaction paths; applies pre-defined weights to different categories of activities or operations,
and prevents over-scoring in cases where interaction alone does not imply meaningful

involvement (e.g., high-volume regulated services).

Table 6. Activities and Operations Risk-Scored by Crystal Intelligence

Activities or

Operations

A cryptocurrency ATM operator.

Activities or operations associated with the sexual exploitation of
Child Exploitation )

minors.

An online marketplace that is not indexed by standard search engines
DETCC MY ET Gl ElL= and uses layered encryption to preserve user anonymity. Typically used

for purchasing illegal products in exchange for cryptocurrency.

A service accessible online, that is not indexed by standard search

engines and uses layered encryption to preserve user anonymity, and
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offering illegal services that may involve the exploitation of minors,
terrorist financing, or illicit narcotics.

The presence of legal proceedings against an entity related to the
Enforcement Action )

wallet or the wallet itself.

An exchange that holds a business license that is specific to crypto
assets, to include: custody, exchange, brokerage or any other related
financial service, and provides an exchange service where participants
Exchange Licensed | ] ) )

interact with a central party (the entity). It does not include non-
specific financial service licenses and jurisdictions listed as non-

cooperative with FATF.

An exchange that does not hold any specific business license for
crypto assets and provides an exchange service where participants
interact with a central party (the entity). Includes licensed entity but in

jurisdictions listed as non-cooperative with FATF.

FEDELIM S EREM AN exchange that has been involved in illegal activity.
mAn online resource offering gambling services using cryptocurrency.
lllegal Service A resource offering illegal services or engaged in illegal activities.

Smart contracts where tokens are locked for the purpose of providing

liquidity.

An organization that uses its computing power to mine cryptocurrency
blocks.

A service for mixing funds from different sources so that tracing them
back becomes harder or almost impossible. Often used for money

laundering.

(o] 1MWV ET CIIET-BM An entity offering legal services/trading goods for cryptocurrency.

An exchange that holds a business license that is specific to crypto

Peer-to-Peer assets, to include: custody, exchange, brokerage or any other related

2 CUCLLECRAELELLE financial service, and provides an exchange service where participants

exchange directly with each other. It does not include non-specific
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financial service licenses and jurisdictions listed as non-cooperative
with FATF.

An exchange that does not hold any specific business license for
crypto assets and provides an exchange service where participants
SO ELLERMILTIELEE: B exchange  directly with each other. Includes licensed entity but in
jurisdictions listed as non-cooperative with FATF.

A service that acts as an intermediary between customers and the
Payment Processor - ; ;

company providing services in exchange for a payment.

An operation deemed related to extortion/extortioner that demands/has
demanded payment in the form of cryptocurrency. Through, for

instance, malware attacks or other forms of blackmail.

An entity related to a wallet is owned by a sanctioned entity or is

itself on a sanction list.
Seized Assets Cryptocurrency or virtual assets seized by a government authority.

An entity related to a wallet has been reported as a scam, fraudulently
taking possession of cryptocurrency or virtual assets.
An entity related to a wallet has taken possession of cryptocurrency

Stolen Coins ) )
or virtual assets through hacking.

Terrorist Financing The financing of terror organisations or activities.

The entities related to a wallet do not influence the wallets that interact

Transparent .
with it.

When the risk scores are computed by Crystal Intelligence, they are scaled from 0% to 100%,
where 0% indicates that the address is considered safe, and 100% suggests the highest risk
for involvement in illegal activities. To ensure consistency between the previously integrated
indicators and anomaly red-flags, which range from 1 - 5, Crystal’'s scale was binned in
quintiles (for every 20% Crystal risk, 1 DATACROS Il risk). Regarding the related
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activities/operations, instead of a score, users are provided the list of known activities linked

to the wallet."

4.2.3 Key Insights

The integration of Crystal Intelligence’s risk indicators and general data regarding crypto wallets
represents a significant advancement in the DATACROS Il platform’s data coverage and
capacity to provide a complete intelligence picture, as well as risk profile, of infiltrated corporate
networks. As requested by the end-users (see Deliverable 1.1), the integration allows for the
mapping of cryptocurrency assets and linking said assets, which are by their nature off-chain,
to on-chain entities. The wallets’ risk profile not only provides a score, but provides compliance
relevant information, manually validated by experts, for the activities and operations linked to
the wallet. As such, the integration represents not only a new form of financial entity accessible
to users (crypto wallets) but also a new compliance data source - pertaining to various
enforcement actions, sanction lists, but also dark web marketplaces and service providers.
Moreover, while empowered by ML-based algorithms, the maintenance of an expert validator

as a human-in-the-loop, ensures accuracy.

4.2.4 Conclusion

As described in the DATACROS lll Grant Agreement, and as expressed during the collection
of end-user requirements, the advancement of organised and financial crime actors in terms
of using and holding crypto and broader virtual assets required the tool-box’s coverage to
expand and keep pace. In doing so, Crystal Intelligence’s indicators and coverage of crypto
wallets and transactions was sought out as a solution. The DATACROS Ill platform provides
a new entity type - crypto wallets - and synthetic ML algorithm-based risk scores with which

to evaluate them.

4.3 Analysis of selected sustainability disclosures’ KPls
for greenwashing and green-related fraud detection in
the EU

4.3.1 Introduction

This section analyses use of selected sustainability disclosures’ Key Performance Indicators
(KPIs) for the purpose of identifying greenwashing and green-related fraud. The aim of this

® This approcah to converting Crystal Intelligence’s 100 point scale to DATACROS III's 5 point scale
is subject to change as the integration process moves towards the Final Version of the platform.
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section is to verify whether selected sustainability KPIs allow to flag potential greenwashing or
green-related fraud and to develop a backbone of a methodology for such assessments. It
also discusses the usability of those KPIs to flag behaviour that may be subject to further and
more specific money laundering assessments.

The hypothesis of this section is reflected in the following statement:

Publicly disclosed sustainability KPIs allow to flag potential greenwashing or green-
related fraud and for selected scenarios enable to indicate behaviour for more specific

money laundering analysis.

The hypothesis is tested on selected frameworks mandating disclosures of sustainability-related
KPIs in the EU. The assessment is made for two specific scenarios, (1) waste-related fraud
and (2) green investments fraud, that inform on the choice of relevant sustainability KPls.
Those scenarios concern activities where Europol has identified a high risk for money
laundering'®. Hence, any red flag raised through sustainability KPIs on possible, green-related
fraud or greenwashing may be also an indication for more specific money laundering

assessments.

The scope of the sustainability disclosures selected for the purpose of this study is also
delineated by their future availability on the European Single Access Point (ESAP)?, that would
offer centralised access to financial and non-financial data disclosed by undertakings.

4.3.2 Conceptual Framework

4.3.2.1 Relevant Sustainability Disclosure Requirements at the EU-Level
Sustainability-related disclosures are information publicly disclosed by undertakings about their
impact on the environment, social matters and governance of the disclosing entity. At the
same time those disclosures can also inform on how environmental, social and governance
matters impact the disclosing entity. The sustainability-related disclosures in the EU are
governed by several frameworks that mandate publication of specific narrative information and
KPls that help assess how a disclosing entity performs.

' Europol, 2022, "Environmental crime in the age of climate change",
https://www.europol.europa.eu/cms/sites/default/files/documents/Environmental %20Crime %20in%20the %20
Age%200f%20Climate%20Change%20-%20Public%20report_5.pdf.
2 hitps://www.esma.europa.eu/esmas-activities/data/european-single-access-point-esap.
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For the purpose of this assessment, a) European Sustainability Reporting Standards?' (ESRS),
b) Sustainable Finance Disclosure Regulation® (SFDR), c) Article 8 Disclosures Delegated
Act®® (Article 8 DDA) and d) European Green Bonds Regulation® have been selected, since
public disclosures mandated by these frameworks would be available on ESAP. The disclosures
mandated by the ESRS, SFDR and Article 8 DDA will be accessible on ESAP in data
extractable or machine-readable format from 2028%°%?’ and for European Green Bonds
Regulation from 2030%,

Sustainability-related information requirements mandated by ESRS currently apply to large®
and listed*® undertakings. The standards mandate disclosure of environmental, social and
governance KPIs and narrative information. The data shall inform on undertaking's impacts on
sustainability matters, and on how sustainability matters affect the undertaking’s development,
performance and position. The disclosures are to be made in relation only to material impacts,
i.e. those that have ‘actual or potential, positive or negative impacts on people or the
environment over the short-, medium- or long-term’®'. The materiality of impact is also informed

21 Commission Delegated Regulation (EU) 2023/2772 of 31 July 2023 supplementing Directive
2013/34/EU of the European Parliament and of the Council as regards sustainability reporting
standards, http://data.europa.eu/eli/reg_del/2023/2772/2023-12-22.

22 Regulation (EU) 2019/2088 of the European Parliament and of the Council of 27 November 2019 on
sustainability-related disclosures in the financial services sector,
http://data.europa.eu/eli/reg/2019/2088/2024-01-09.

2 Commission Delegated Regulation (EU) 2021/2178 of 6 July 2021 supplementing Regulation (EU)
2020/852 of the European Parliament and of the Council by specifying the content and presentation of

information to be disclosed by undertakings subject to Articles 19a or 29a of Directive 2013/34/EU
concerning environmentally sustainable economic activities, and specifying the methodology to comply
with that disclosure obligation, http:/data.europa.eu/eli/reg_del/2021/2178/2024-01-01.

24 Regulation (EU) 2023/2631 of the European Parliament and of the Council of 22 November 2023 on
European Green Bonds and optional disclosures for bonds marketed as environmentally sustainable
and for sustainability-linked bonds, http://data.europa.eu/eli/reg/2023/2631/2024-01-09.

% hitps://www.esma.europa.eu/esmas-activities/data/european-single-access-point-esap.

% Article 18a, Regulation (EU) 2019/2088.

27 Article 3, Article 4, Article 10, Regulation (EU) 2019/2088.

2 Article 15a, Regulation (EU) 2023/2631.

29 Large undertakings are those that on their balance sheet dates exceed at least two of the three
following criteria: i) balance sheet total: EUR 25 000 000; ii) net turnover: EUR 50 000 000; iii)
average number of employees during the financial year: 250. See: Article 3(4), Directive 2013/34/EU of

the European Parliament and of the Council of 26 June 2013 on the annual financial statements,
consolidated financial statements and related reports of certain types of undertakings, amending
Directive 2006/43/EC of the European Parliament and of the Council and repealing Council Directives
78/660/EEC and 83/349/EEC.
%0 Listed undertakings are public entities whose shares are traded on a stock exchange.
31 ESRS 1, par. 43, Commission Delegated Regulation (EU) 2023/2772.
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by its severity, determined by scale, scope and irremediable character, as well as its likelihood.
The information requirements of ESRS constitute a specific sustainability statement in a
management report that is published on the undertaking’s website or on the website of a
business register, free of charge, and in a machine-readable format (iXBRL3?)*,

Article 8 DDA specifies the content and presentation of information to be disclosed by
undertakings that are subject to ESRS disclosures, i.e. large and listed undertakings, as
regards their environmentally sustainable economic activities. Those disclosures form part of a
sustainability statement in a management report. Article 8 DDA information requirements are
published on the undertaking’s website or on the website of a business register, free of charge,

and in a machine-readable format (iXBRL)*.

The SFDR and its regulatory technical standard®® (SFDR RTS) applies to financial market
participants and financial advisers. Those parties have to disclose environmental, social and
governance information on how sustainability risks affect the value of and return on investments.
The information disclosed shall also inform on any adverse impacts that such investments may
have on environment and society. The disclosures are made in product pre-contractual
documents and in annual reports. The SFDR RTS information requirements are published on
financial market participants’ and financial advisers’ websites.

European Green Bonds Regulation specifies information requirements for issuers of bonds
marketed as environmentally sustainable and for sustainability-linked bonds. The regulation
mandates, among others, disclosures of bond factsheet and prospectus, allocation report,
impact report, and CapEx®* plan. The disclosures are to be made until full allocation of the
proceeds of the green bond and, where applicable, until the completion of the CapEx plan.

32 https://www.xbrl.org/guidance/xbrl-glossary/#xbrl-report:~:text=are%20used %20interchangeably .-
iXBRL%20report,-A%20single%20document.

3 Article 29d, Article 40d, Directive (EU) 2022/2464 of the European Parliament and of the Council of
14 December 2022 amending Regulation (EU) No 537/2014, Directive 2004/109/EC, Directive
2006/43/EC and Directive 2013/34/EU, as regards corporate sustainability reporting.

34 Article 29d, Article 40d, Directive (EU) 2022/2464.

3 Commission Delegated Regulation (EU) 2022/1288 of 6 April 2022 supplementing Regulation (EU)
2019/2088 of the European Parliament and of the Council with regard to regulatory technical standards

specifying the details of the content and presentation of the information in relation to the principle of
do no significant harm, specifying the content, methodologies and presentation of information in relation
to sustainability indicators and adverse sustainability impacts, and the content and presentation of the
information in relation to the promotion of environmental or social characteristics and sustainable
investment objectives in precontractual documents, on websites and in periodic reports,
http://data.europa.eu/eli/reg_del/2022/1288/2023-02-20.

3 A capital expenditure (CapEx) is money an organization spends to acquire, upgrade, and maintain

physical assets such as property, plants, buildings, technology, or equipment.
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The information shall be published by issuers of the bond and made available, free of charge,

on their websites®’.

Table 7. Summarised Information on Relevant Sustainability Disclosure Frameworks.

Disclosing

entity

Disclosure

type

Disclosure
form and

format

ESAP

availability

Large and listed Large and listed

undertaking undertaking

Environmental, social KPIs and narrative
and governance KPIs disclosures on
and narrative undertaking's
disclosures on sustainable and
undertaking's impacts other activities
on sustainability

matters, and on how

sustainability matters

affect the

undertaking’s

development,

performance and

position

Management report in Management report
iXBRL in iXBRL

2028 2028

4.3.22 Greenwashing and Green-Related Fraud

Financial market
participants and

financial advisers

Environmental, social
and governance KPls
and narrative
disclosures on how
sustainability risks
affect the value of and
return on investments
and adverse impacts
that such investments
have on environment

and society

Product pre-contractual
documents and annual

reports on website

2028

Bond issuer

KPIs and narrative
disclosures on use
of proceeds of Eu
Green Bond

Bond factsheet and
prospectus, allocation
report, impact report,
CapEx plan on

website

2030

Greenwashing, in the sphere of finance, is defined as “isks of misleading sustainability claims

occurring and misleading investors in their decisions. Sustainability related claims refer to

stalements, declarations or communications provided either to comply with disclosure

37 Article 15, Regulation (EU) 2023/2631.
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requirements or as part of voluntarily communications (e.g., advertisements)™®®.

Hence,
greenwashing in this context refers to publicly disclosed misleading information related to
financial instruments, such as bonds, loans, or shares. For the purpose of analysis in this

section the term is applied to disclosures related to green bonds.

Green-related fraud is a broader term, encompassing greenwashing, that relates to the practice
of misleading the public about environmental impacts of entity’s products, services or operations
in general. Some of the green-related frauds may involve committing environmental crimes. In
the context of this section the term is applied to disclosures related to waste and potential

waste-related fraud.

4.3.2.3 Money Laundering and Environmental Offences

Understanding money laundering as ‘the process by which criminals conceal the illegal origin

of their property or income™

. It is a conduct with specific purpose, and pursuant to Directive
(EU) 2018/1673 on combating money laundering by criminal law, the following is considered
a money laundering offence®®: “(a) the conversion or transfer of property, knowing that such
propertly is derived from criminal activity, for the purpose of concealing or disguising the illicit
origin of the property or of assisting any person who /s involved in the commission of such
an activity to evade the legal consequences of that person’s action; (b) the concealment or
disguise of the true nature, source, location, disposition, movement, rights with respect to, or
ownership of, property, knowing that such property is derived from criminal activity; (c) the
acquisition, possession or use of property, knowing at the time of receipt, that such property

was derived from criminal activity’.

Importantly, Directive (EU) 2018/1673 lists environmental crime among criminal offences in the
area of money laundering*', thus recognising its possible role in such processes. The
environmental crime can cover a range of activities violating environmental legislation and
causing “significant harm or risk to the environment, human health, or both™. Directive (EU)
2024/1203 provides in Article 3 a catalogue of criminal offences relating to the environment,

% ESMA, 2024, "Final Report on Greenwashing", par. 19,
https://www.esma.europa.eu/sites/default/files/2024-06/ESMA36-287652198-
2699 Final_Report_on_Greenwashing.pdf.

39 https://eur-lex.europa.eu/EN/legal-content/glossary/money-laundering.html.

40 Article 3(1), Directive (EU) 2018/1673 of the European Parliament and of the Council of 23 October
2018 on combating money laundering by criminal law, http:/data.europa.eu/eli/dir/2018/1673/2024-05-19.
41 Article 1 and Article 2, Directive (EU) 2018/1673.

42 https://www.europol.europa.eu/media-press/newsroom/news/what-we-know-about-dirty-business-of-

environmental-crime-in-age-of-climate-change.
Page 62 of 78



https://www.esma.europa.eu/sites/default/files/2024-06/ESMA36-287652198-2699_Final_Report_on_Greenwashing.pdf
https://www.esma.europa.eu/sites/default/files/2024-06/ESMA36-287652198-2699_Final_Report_on_Greenwashing.pdf
https://eur-lex.europa.eu/EN/legal-content/glossary/money-laundering.html
http://data.europa.eu/eli/dir/2018/1673/2024-05-19
https://www.europol.europa.eu/media-press/newsroom/news/what-we-know-about-dirty-business-of-environmental-crime-in-age-of-climate-change
https://www.europol.europa.eu/media-press/newsroom/news/what-we-know-about-dirty-business-of-environmental-crime-in-age-of-climate-change

3 RPN Co-funded by
d O-I-G ‘ CI'OS the European Union

among which several concern waste, such as unlawful and intentional collection, transport or
treatment of hazardous waste, or unlawful and intentional shipment of waste®,

4.3.2.4 Adopted Approach and Methodology

The approach for testing the hypothesis is organised in this section in the following way. First,
two hypothetical scenarios in which greenwashing or green-related fraud can occur are
described, providing examples of fraudulent behaviours. Second, sustainability KPIs that can
be used to detect and flag such fraudulent behaviours in each of described scenarios are
identified in the relevant EU sustainability disclosures’ frameworks. Third, a detection method
is provided. This step looks at the analytical use of disclosed KPIs to identify potentially
fraudulent behaviour and presents method for flagging possible greenwashing or green-related
fraud. Finally, key insights are provided for the analysed scenarios, based on the assessment

of relevant KPIs and type of information disclosed.

Figure 9. Applied methodology

Scenario KPIs to flag Detection
description misconduct method

Key insights

4.3.3 Assessment of Selected Sustainability KPIs for Greenwashing and
Green-Related Fraud Detection

4.3.3.1 General Remarks

The Europol report on “Environmental crime in the age of climate change™*

(Europol report)
provides insights into how environmental crime is organised and informs on the types of
economic activities where such crime often occurs. Hence, selection of the two scenarios

described in this section has been informed by the Europol report findings.

One of the key conclusions in the Europol report is that “for the laundering of the illicit
proceeds, criminals mainly use the same legal businesses in which they operate (i.e. waste
management businesses, retail stores, fishing companies, etc.). Document fraud, abuse of

discrepancies in legislation and widespread corruption are the cornerstones of the environmental

43 Directive (EU) 2024/1203 of the European Parliament and of the Council of 11 April 2024 on the
protection of the environment through criminal law and replacing Directives 2008/99/EC and
2009/123/EC, http://data.europa.eu/eli/dir/2024/1203/2024-04-30.
44 Europol, 2022, “Environmental crime in the age of climate change”.
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crime infrastructure™. The implication of this finding for the assessment conducted here is
that since laundering of illicit proceeds is predominantly done within the same legal entity,
there is a high risk that information publicly disclosed by such entity may be misleading,
hampering fraud detection by means of sustainability KPls assessment.

In addition, the Europol report notes a significant use of document fraud by criminal networks
and points that ‘traffickers transfer waste materials (..) across continents accompanied by false
certificates, forged bills of landing, fake analysis results and counterfeit authorisations, to hide
the real nature of operations and circumvent customs controls and ecological protocols’.
Therefore, there is a high risk that public disclosures made by such entities on sustainability-
related matters may be fraudulent to conceal any illicit activity.

The table presents the sustainability disclosures’ frameworks used in analysis in each scenario,

while specific KPIs are discussed below in detail for each of assessed scenarios.

Table 8. Relevant Sustainability Disclosure Frameworks Assessed per Scenario

Article 8 DDA Eu Green
Bonds

Waste-related fraud

Green investments fraud Yes Yes Yes Yes

4.3.3.2 Waste-Related Fraud

Hypothetical Scenario Description

This scenario relates to the improper collection, transport, recovery or disposal of waste. The
estimated annual revenues from illicit non-hazardous waste trafficking in the EU ranged between
EUR 1.3 billion and EUR 10.3 billion, and for hazardous waste trafficking between EUR 1.5
billion and EUR 1.8 billion*®

The Europol report notes that:*’

o the types of substances most commonly subject to unlawful disposal are varied and
include among others industrial and chemical waste, construction and demolition waste,
urban solid waste, or specialized materials such as WEEE (waste of electric and
electronic equipment).

45 Europol, 2022, “Environmental crime in the age of climate change”, p. 7.

46 European Environmental Bureau, 2020, “Crime and punishment”, p. 5, hitps://eeb.org/wp-

content/uploads/2020/03/Crime-and-punishment-March-2020.pdf.

47 Europol, 2022, “Environmental crime in the age of climate change”, p. 7, 12 to 15.
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e among all organized crime groups, waste criminals stand out for making the greatest
use of legal business structures to facilitate their illicit schemes. Criminal organizations
utilize legitimate private companies involved in all phases of the waste cycle, including
collection, treatment, recycling, transport, and logistics. The individuals involved are
often employed as managers or staff within these waste management companies. A
typical criminal operation involves the waste producer, the transporter, and the owner
of the disposal or processing site.

e the following methods of operation can be identified for waste-related fraud:

o relabelling or misclassifying hazardous waste as non-hazardous.

o theft and illegal resale: diverting valuable waste from legal channels and
reselling it as a secondary commodity on black markets or to unlawful disposers.

o fraudulent processing and misrepresentation:

» falsifying documentation: forging papers to illegally export or sell waste
under false declarations (e.g., as a secondary raw material).

*» blending and concealment: mixing illicit waste with legal waste, raw
materials, or non-waste products (like construction materials) to disguise
it and reintroduce it into the economy.

= fake recovery/disposal: labelling waste for 'recovery' but diverting it to
colluding facilities for illegal dumping or disposal.

o direct harmful disposal: burning, burying, or dumping low-value waste directly
in nature, warehouses, or public areas.

e waste crimes rarely occur in isolation; they are strongly supported by and linked to
other offences such as document fraud, corruption, extortion, public embezzlement, and
money laundering.

Sustainability Indicators to Flag Potential Misconduct

Among frameworks mandating sustainability disclosures that are assessed in this section, the
ESRS and SFDR RTS require disclosure of waste-related KPIs that will be used to verify their
analytical usability in this scenario.

ESRS ES5 Circular economy is the most relevant ESRS standard on material disclosures related
to waste. Disclosure requirement E5-5 - Resource outflows mandates disclosures of information
on undertaking’s ‘“resource outflows, including waste, related to its material impacts, risks and
opportunities™. The resource outflows disclosed shall be material and related to undertaking’s
products and services.

Under this disclosure requirement, an undertaking shall disclose information on waste that is
related to its own operations*’:

48 ESRS E5-5, par. 33, Commission Delegated Regulation (EU) 2023/2772.
49 ESRS E5-5, par. 37, Commission Delegated Regulation (EU) 2023/2772.
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e total amount of waste generated.

e total amount of waste by weight diverted from disposal, with a breakdown between
hazardous waste®® and non-hazardous waste and a breakdown by recovery operation
types: preparation for reuse, recycling®’, and other recovery operations.

e amount of waste by weight directed to disposal by waste treatment type (incineration®?,
landfill®®, and other disposal operations) and the total amount summing all three types,
with a breakdown between hazardous waste and non-hazardous waste.

e total amount and percentage of non-recycled waste.

e composition of waste, specifying waste streams relevant to its sector or activities and
materials that are present in the waste®.

e total amount of hazardous waste and radioactive waste generated®.

When disclosing such information, an undertaking shall specify whether the data is sourced
from direct measurement or is an estimation®®.

The SFDR RTS mandates disclosure of specific waste-related indicators:

e tonnes of hazardous waste and radioactive waste generated by investee companies®’
per million EUR invested, expressed as a weighted average (Indicator 9, Table 1)%.
e tonnes of non-recycled waste generated by investee companies per million EUR

invested, expressed as a weighted average (Indicator 13, Table 2)%.

%0 Waste which displays one or more of the hazardous properties listed in Annex Ill of Directive
2008/98/EC of the European Parliament and of the Council on waste and repealing certain Directives.
See: Commission Delegated Regulation (EU) 2023/2772.
5 Any recovery operation by which waste materials are reprocessed into products, materials or
substances whether for the original or other purposes. It includes the reprocessing of organic material
but does not include energy recovery and the reprocessing into materials that are to be used as fuels
or for backfiling operations. See: Commission Delegated Regulation (EU) 2023/2772.
%2 The controlled burning of waste at high temperature with or without energy recovery. See:
Commission Delegated Regulation (EU) 2023/2772.
% A waste disposal site for the deposit of the waste onto or into land. See: Commission Delegated
Regulation (EU) 2023/2772.
% ESRS ES5-5, par. 38, Commission Delegated Regulation (EU) 2023/2772.
% ESRS E5-5, par. 39, Commission Delegated Regulation (EU) 2023/2772.
% ESRS E5-5, par. 40, Commission Delegated Regulation (EU) 2023/2772.
57 Investee company is a company that receives an investment from a financial market participant (e.g.
an asset manager or an investment fund).
%8 |ndicator 9, Table 1, Annex 1, Commission Delegated Regulation (EU) 2022/1288.
% |ndicator 13, Table 2, Annex 1, Commission Delegated Regulation (EU) 2022/1288.
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Possible Detection Method

This subsection assesses the possibility to detect green-related fraud, considering the described
scenario and KPls applicable to this type of activity pursuant to ESRS and SFDR RTS. The
below analysis relates to flagging of possible fake recovery/disposal, direct harmful disposal
and hazardous waste disposal.

First, assessment of possible differences in disclosures made on waste by a single undertaking
under ESRS E5-5 KPIs is one way to identify potential fraud described for this scenario.
Hence, in the first place, any discrepancies in KPIs values provided by an undertaking within
the sustainability statement based solely on ESRS indicators should be examined. These may
entail:

o differences between the KPI on total amount of waste generated (KPl A) and the sum
of KPI on the total amount of waste diverted from disposal (KPI B) and KPI on total
amount of waste directed to disposal (KPI C). The disclosed value of KPI A shall be
equal to the sum of KPI B and KPI C.

e differences between the KPI on total amount of hazardous waste generated (KPI D)
and the sum of KPI on the total amount of hazardous waste diverted from disposal
(KPI E) and KPI on total amount of hazardous waste directed to disposal (KPI F). The
disclosed value of KPI D shall be equal to the sum of KPlI E and KPI F.

Any differences in those waste-related ESRS E5-5 KPIs disclosed by a single undertaking for
a given reporting period may be used to flag behaviour indicating possible fraud.

Secondly, low values of hazardous waste disclosed for undertakings that have economic
activities in sectors related to generation of hazardous waste, such as mining, chemicals
production, or construction and demolition®®, may raise a flag indicating possible fraud. Also,
high degree of fluctuations of disclosed hazardous waste amounts by a single undertaking
between different reporting periods may raise a flag requiring further assessment of green-
related fraud, e.g. in disclosures made by company active in chemicals sector.

The ESRS E5-5 mandated disclosure of composition of waste, specifying waste streams and
materials that are present in the waste, are useful to assess potential blending and concealment
of waste (e.g. demolition materials in demolition activities) to disguise it and reintroduce into
the economy.

Furthermore, assessment of large fluctuations in E5-5 KPl on waste directed to disposal
disclosed by a single undertaking between different reporting periods can serve to assess
possible fake recovery/disposal or harmful disposal.

80 https://www.eea.europa.eu/en/european-zero-pollution-dashboards/indicators/hazardous-waste-
generation-in-the-eu-27-signal?active Tab=658e2886-cfbf-4c2f-a603-061e1627a515.
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Next, assessment of possible differences in disclosures made by an undertaking on waste
under ESRS and SFDR RTS KPIs is made. The assessment aims to verify whether data
disclosed under those two frameworks is comparable in relation to a performance of a single
undertaking and whether it can serve to detect waste-related fraud examples described in this

section.

The ESRS standards provide a list of datapoints®! to be disclosed under those standards that
derive from other EU legislation (the EU datapoints list), including from SFDR RTS. Pursuant
to the EU datapoints list, the disclosure requirement in ESRS E5-5 of hazardous waste and
radioactive waste, discussed above, derives from SFDR RTS mandated disclosure of tonnes
of hazardous waste and radioactive waste generated by investee companies per million EUR
invested, expressed as a weighted average (mandated by indicator 9 in Table 1 of Annex 1
of SFDR RTS).

The EU datapoints list also indicates that disclosure requirement in ESRS E5-5 on non-recycled
waste derives from SFDR KPI on disclosure of tonnes of non-recycled waste generated by
investee companies per million EUR invested, expressed as a weighted average, mandated
by indicator 13 in Table 2 of Annex 1 of SFDR RTS.

Table 9. Comparison between ESRS and SFDR Disclosures on Waste

Total amount of waste generated

Total amount of waste by weight diverted from disposal, with a breakdown between

hazardous waste and non-hazardous waste and a breakdown by recovery operation

Yes
types
Amount of waste by weight directed to disposal by waste treatment type and total
amount summing all three types, with a breakdown between hazardous waste and .
es

non-hazardous waste

Total amount and percentage of non-recycled waste Yes Yes®

Composition of waste, specifying waste streams relevant to its sector or activities {5
and materials that are present in the waste

Total amount of hazardous waste and radioactive waste generated Yes Yes®

* Generated by investee companies per million EUR invested, expressed as a welghted average

61 ESRS 2, Appendix B, Commission Delegated Regulation (EU) 2023/2772.
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The data disclosed under SFDR RTS for the waste KPIs is aggregated, meaning that it is a
total value in relation to all investee companies in a portfolio of a disclosing asset manager.
At the same time, ESRS mandated disclosures are at the level of the disclosing entity own
operations. Therefore, for the purpose of the assessment made here, the publicly available
data disclosed on waste under ESRS KPIs and SFDR RTS KPlIs is not comparable. In addition,
the aggregated SFDR RTS data does not allow to assess performance of a single undertaking
for the purpose of the waste-related scenario discussed in this section.

4.3.3.3 Green Investments Fraud

Hypothetical Scenario Description
The Europol report finds that fraudulent green investments are an increasing concern in the
EU, where bogus projects promising environmental preservation are used to persuade investors

to put money into 'sustainable funds'®.

For the purpose of this assessment, the green investments’ fraud scenario investigates a
misuse of proceeds from a green bond and mislabelling of such financial instrument.

The misuse of proceeds involves a case when funds raised by means of a financial instrument
that is labelled as sustainable are not used to realise financial instrument’s sustainable
objectives. Instead, such funds are diverted to non-sustainable activities. This would be the
case when green bond proceeds are used to finance non-renewable energy generation from
coal or oil, rather than finance renewable energy from wind farms or solar parks. The resulting
mislabelling of such financial instrument as sustainable involves greenwashing and green-
related fraud. Therefore, in such scenario due to misuse of proceeds, misleading sustainability
claims are made about real-world impacts of a financial instrument. The mislabelling may also
include use of misleading financial instrument names, suggesting sustainable investment
objectives without committing resources.

In this regard, relevant national competent authorities (NCAs) in the EU are responsible for
supervising disclosures made by issuers of financial instruments in prospectuses. Their
supervisory review focuses on assessing whether the prospectuses meet the specific
information standards outlined in the Prospectus Regulation®®. These standards require that
the disclosed information is complete (as per the ‘necessary information test’), consistent, and
comprehensible and NCAs employ for this purpose supervisory practices that differ in the
thoroughness of their analysis and the methods used®. European Securities and Markets
Authority (ESMA) in its Final Report on Greenwashing notes that ‘there are currently no

%2 Europol, 2022, “Environmental crime in the age of climate change”, p. 9 and p. 38.
83 Regulation (EU) 2017/1129 of the European Parliament and of the Council of 14 June 2017 on the
prospectus to be published when securities are offered to the public or admitted to trading on a
regulated market, and repealing Directive 2003/71/EC, http://data.europa.eu/eli/reg/2017/1129/2024-12-04.
8 ESMA, 2024, “Final Report on Greenwashing”, par. 101.
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specific sustainability disclosure requirements for prospectuses, which can lead to diverging
Interpretations across market players regarding the sustainability-related claims, which is
appropriate to disclose, especially in relation fo non-equity securities with a sustainability
component such as green or transition use-of-proceeds bonds and sustainability-linked bonds™®.
The European Green Bonds Regulation, adopted in 2024, addressed this by laying down
uniform requirements for issuers of bonds who wish to use the designation ‘European Green
Bond’ for their bonds that are made available to investors in the EU.

Sustainability Indicators to Flag Potential Misconduct

In the green investments fraud scenario, where proceeds from a sustainable financial instrument
are misused, disclosure of operational expenditures (Opex)®® and/or capital expenditures
(Capex)®’ KPIs will be assessed. Those KPIs are relevant to verify commitment of resources
to the financial instrument objective and flag any discrepancies. The general examples of Opex
may include rent expenses, utilities payments, salaries, marketing expenses, maintenance or
repair costs. In relation to sustainability matters Opex may include, among others, costs
associated with implementing energy-saving lightning, monitoring of GHG emissions®, fees
paid for environmental audits, or certifications. General examples of Capex may include
purchasing of new buildings, factories or land, acquiring machinery or equipment, investing in
infrastructure or intellectual property rights. In relation to sustainability matters Capex may
include, among others, purchasing and installing solar panels, building wind turbines, installing
industrial systems to capture air pollutants, or upgrading machinery and equipment to energy
efficient.

All frameworks mandating sustainability disclosures that are assessed in this section require
disclosure of Opex and Capex KPIs that will be used to verify their usability in this scenario.

The ESRS 2 standard in its Minimum Disclosure Requirement on actions and resources
requires disclosure of significant Capex and Opex in relation to sustainability matters®® that

8 ESMA, 2024, “Final Report on Greenwashing”, par. 97.

% An operational expenditure (OpEx) is an ongoing cost for running a product, business, or system.

These are the expenses a company incurs in its regular business operations.

7 A capital expenditure (CapEx) is money an organization spends to acquire, upgrade, and maintain

physical assets such as property, plants, buildings, technology, or equipment.

8 The gases listed in Part 2 of Annex V of Regulation (EU) 2018/1999. These include Carbon dioxide

(CO2), Methane (CH4), Nitrous Oxide (N20O), Sulphur hexafluoride (SF6), Nitrogen trifluoride (NF3),

Hydrofluorocarbons (HFCs), Perfluorocarbons (PFCs). See: Commission Delegated Regulation (EU)

2023/2772.

% The list of sustainability matters is provided in the ESRS 1 standard and includes sustainability

matters divided by topic, sub-topic and sub-sub-topic. The main topics are Climate change, Pollution,

Water and marine resources, Biodiversity and ecosystems, Circular economy, Own workforce, Workers
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are disclosed by the undertaking under the standard. The Capex and Opex values shall be
provided per action plan’, include both current and future amounts, along with the description
of the relevant terms of sustainable finance instruments, such as green bonds, social bonds
and green loans’', which finance those expenditures. In addition, ESRS E1-1 disclosure
requires information on undertaking transition plans’® with values of investment and funding
supporting the implementation of the plan and reference to Article 8 DDA Capex, Opex or
Capex plans”.

Article 8 DDA requires disclosure by large and listed non-financial undertakings of Capex and
Opex amounts from products or services associated with sustainable economic activities with
data disclosed per specific activity’*. Based on Regulation (EU) 2020/852”° , the European
Commission has developed a list of economic activities that are considered sustainable (the
EU taxonomy)’®. The EU taxonomy contains several sustainable activities identified by sector,
such as electricity generation from wind power, cogeneration of heat/cool and power from solar
energy, afforestation, and many other activities”’. In addition, Article 8 DDA requires non-
financial undertakings to disclose key information about their Capex plan, including Capex
incurred.

SFDR RTS requires that financial market participants disclose a description of the investments
underlying the financial products that are in environmentally sustainable economic activities.
Such description shall include, in respect of investee companies that are non-financial
undertakings, information whether Capex or Opex KPlIs are used to measure the degree to

in the value chain, Affected communities, Consumers and end- users, Business conduct. For a full list
see Commission Delegated Regulation (EU) 2023/2772.

0 Action plans (including transition plans) that are undertaken to ensure that the undertaking delivers
against targets set and through which the undertaking seeks to address material impacts, risks and
opportunities. See: Commission Delegated Regulation (EU) 2023/2772.

" ESRS 2, par. 69, Commission Delegated Regulation (EU) 2023/2772.

72 A specific type of action plan that is adopted by the undertaking in relation to a strategic decision
and that addresses: i. a public policy objective; and/or ii. an entity-specific action plan organised as a
structured set of targets and actions, associated with a key strategic decision, a major change in
business model, and/or particularly important actions and allocated resources. See: Commission
Delegated Regulation (EU) 2023/2772.

3 ESRS E1-1, par. 15(c) and (e), Commission Delegated Regulation (EU) 2023/2772.

4 Annex |l, Commission Delegated Regulation (EU) 2021/2178.

5 Regulation (EU) 2020/852 of the European Parliament and of the Council of 18 June 2020 on the
establishment of a framework to facilitate sustainable investment, https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX:32020R0852.

78 https://ec.europa.eu/sustainable-finance-taxonomy/.

77 https://ec.europa.eu/sustainable-finance-taxonomy/taxonomy-compass.
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which those investments are in environmentally sustainable economic activities’®. In addition,
SFDR RTS requires disclosure of a graphical representation of the aggregated investments in
environmentally sustainable economic activities indicating aggregated Capex and Opex of the
non-financial investee undertakings’®.

European Green Bonds Regulation requires the disclosure of specific information on the use
of proceeds from a green bond. The issuer of a green bond shall publish a Capex plan
informing on the use of proceeds for sustainable activities®® and the bond prospectus shall
contain a summary of the Capex plan®'. After bond issuance, the issuer must periodically
disclose information on how and to what extent the bond’s proceeds contribute to its Capex
and Opex dedicated to sustainable activities®?. The European Green Bond annual allocation
report shall contain disclosure of proceeds allocated from a bond to Capex and Opex of a
given sustainable project, group of projects or economic activity, as well as total values of
such allocations. In addition, the annual allocation report shall provide information on how, to
what extent, and in which financial periods, bond proceeds contribute to the issuer's Capex
and Opex KPIs that are disclosed under Article 8 DDA for sustainable economic activities®.
This disclosure being applicable only when issuer is subject to the Article 8 DDA. In addition,
the European Green Bonds Regulation requires disclosure of how bond proceeds have
contributed to funding and implementing ESRS mandated transition plans®. The information is
to be disclosed in bond impact report and may be given at an aggregate economic activity
level or at a project level.

The following table presents summarised information on whether Capex and Opex are disclosed
in analysed frameworks..

Table 10. Existence of Capex and Opex disclosures in ESRS, Article 8 DDA, SFDR and Eu Green
Bonds

Article 8 DDA Eu Green
Bonds
Yes Yes Yes

Yes

8 Article 15(2) and (3), Commission Delegated Regulation (EU) 2022/1288.
9 Article 55(2)(a), Commission Delegated Regulation (EU) 2022/1288.

8 Article 7(1), Regulation (EU) 2023/2631.

8 Article 14, Regulation (EU) 2023/2631.

8 Article 21, Annex |, Annex Il, Regulation (EU) 2023/2631.

8 Annex lll, Regulation (EU) 2023/2631.

8 Annex lll, Regulation (EU) 2023/2631.
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The table below presents a high level comparison regarding the level, i.e. (1) each action plan
of undertaking / transition plan, (1) all non-financial investee undertakings, (3) products or
services associated with sustainable economic activities, (4) Capex plan for sustainable
activities, (5) sustainable project, group of projects or economic activity, at which a disclosure
of Capex and Opex is required in the assessed sustainability frameworks.

Table 11. Comparison between ESRS, Article 8 DDA, SFDR and EU Green Bonds Level of
Disclosures on Capex and Opex

ESRS 2 / E1|Article 8 DDA | SFDR Capex | Eu Green
Capex and | Capex and | and Opex Bonds Capex

Opex and Opex

Each action plan of undertaking /

. Yes
transition plan
All non-financial investee
. Yes
undertakings
Products or services associated
with sustainable economic Yes
activities
Capex plan for sustainable
Yes Yes Yes

activities

Sustainable project, group of

projects or economic activity Yes

Possible Detection Method

This subsection assesses the possibility to detect greenwashing and green-related fraud
regarding misuse of green bond proceeds and bond’s mislabelling, taking into account the
described scenario and applicable Opex and Capex KPIs.

In the first place, based on the European Green Bonds Regulation, the Opex and Capex KPls
disclosed by bond issuer in Capex plan and in annual allocation report may serve to identify
inconsistencies between declarations made in prospectus and allocation of proceeds. First,
these may entail differences between the values declared in the Capex plan and actual
allocation of proceeds from a bond to Capex and Opex of a given sustainable project, group
of projects or economic activity, flagging misallocation of resources. Second, as the disclosures
in the annual allocation report include also information on the amount of bond proceeds
allocated to Capex and Opex of sustainable activities, as defined under EU taxonomy
classification, those disclosures may help flagging also mislabelling of the bond as green. This
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would be the case when bond proceeds are granted to energy generation based on coal
rather than to renewable energy generation.

Based on ESRS Opex and Capex KPIs the detection method for the misallocation of proceeds
from a green bond consists in verification of possible differences between information on
significant Opex and Capex amounts disclosed by an undertaking under ESRS per action plan
and disclosure of actual allocation of proceeds from a bond to Capex and Opex under
European Green Bonds Regulation. However, the verification of the data disclosed may be
possible at the level of an ESRS action plan or transition plan and Capex plan provided in
bond’s prospectus. This gives limited insights into actual allocation of proceeds. The
comparability is not enabled due to different scoping of material amounts. This is because
under European Green Bonds Regulation information on allocation of proceeds can be
disclosed for a project, group of projects or an economic activity, while ESRS 2 requires
disclosure of Capex and Opex for an action plan.

Amounts disclosed by non-financial undertakings on Capex and Capex plan under Article 8
DDA, could be verified against Capex plan disclosed under European Green Bonds Regulation
and annual allocation report Capex only when disclosing entity finances those expenses from
green bond issuance. The comparison of the values disclosed on Capex under those two
frameworks by a single entity could also be run if Capex disclosures under European Green
Bonds Regulation are made per economic activity. When undertaking chooses to disclose such
values for a project or group of projects, then such comparison would not be possible.

The SFDR RTS disclosure on Opex and Capex would not be useful in the assessment of
possible fraud under this scenario, as data disclosed under this framework is aggregated for
all investee undertakings in the portfolio of asset manager.

4.3.4 Conclusion

The following part presents key insights from the analysis. The assessment made in this
section of selected sustainability-related KPIs allowed to formulate a backbone for a
methodology enabling to flag potential, green-related fraud or greenwashing. As the selected
scenarios, in which the hypothesis and methodology were tested, concern activities with a high
risk of money laundering, the flagging may also indicate cases for future and more specific

money laundering assessments.

In the waste-related scenario, KPIs mandated by ESRS E5 offer possibilities for flagging of
possible frauds. Any differences in ESRS ES5-5 KPIs disclosed by a single undertaking for a
given reporting period may be used to flag behaviour indicating possible fraud. Similarly,
disclosure of waste composition or low values of hazardous waste when made by undertakings
active in specific sectors may be useful in pointing to cases requiring further assessment. In
addition, comparison of KPIs disclosed by a single undertaking for hazardous waste or waste
directed to disposal between reporting periods may help identify high degree of fluctuations
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and serve to flag cases requiring further investigation. Given the methods of operation identified
for waste-related scenario, flagging of possible fraud requires taking further action, such as
assessment based on company data that is not publicly disclosed, on-site inspections or use
of satellite imagery.

In the misuse of proceeds and mislabelling scenario the analysis of Opex and Capex KPls
disclosed under the European Green Bonds Regulation may serve to flag inconsistencies
between declarations made in prospectus and actual allocation of proceeds from a bond. In
addition, the European Green Bonds Regulation disclosures may also help flagging mislabelling
of the bond as green. The ESRS 2 disclosures on Capex and Opex provide limited value for
a verification of actual allocation of green bond proceeds, due to different scoping of material
amounts disclosed under the European Green Bonds Regulation. Disclosures made by non-
financial undertakings on Capex and Capex plan under Article 8 DDA, could be verified against
Capex plan disclosed under European Green Bonds Regulation and annual allocation report
Capex only when disclosing entity finances those expenses from green bond issuance, and if
disclosures under European Green Bonds Regulation are made per economic activity.

The analysis has also identified certain caveats that limit the scope of the assessment, such
as the ESRS and Article 8 DDA data is limited to large and listed undertakings, leaving a
number of entities out of scope of the disclosures and the indicated detection method. Second,
any discrepancies in publicly disclosed KPIs may not directly imply green-related fraud or
greenwashing, but reflect reporting immaturity, inaccurate accounting or result from omissions
or errors in data disclosure. Third, the SFDR RTS data set is aggregated for all investee
companies in asset management portfolio, while ESRS data is disclosed for undertaking’s own
operations. Hence, the publicly available data disclosed under ESRS KPIs and SFDR RTS
KPls is not comparable. Finally, the data disclosed pursuant to ESRS, SFDR, Article 8 DDA
and European Green Bonds is not yet accessible on ESAP, where it will be gradually
implemented from 2028 until 2030. Currently, the data is dispersed, available on entities’
websites or on websites of business registers.

Overall, some of the assessed sustainability disclosures’ KPIs can be used as warning signs
of potential, green-related fraud or greenwashing and in specific economic sectors, e.g. waste
disposal, flag cases for more in-depth money laundering assessments. Despite limitations
identified, this section provides backbone for a methodology for green-related fraud and
greenwashing identification. As the forthcoming ESAP implementation will enhance transparency
and comparability, compliance teams or financial intelligence units should proactively develop
methodologies to further leverage sustainability disclosures.
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This report has documented the Al/ML-driven tools and risk indicators developed within Work
Package 2 of the DATACROS Il project. Taken together, the contributions presented in
Chapters 1 through 4 represent a significant expansion of the DATACROS platform's analytical
capabilities, both in terms of the types of data it can process and the breadth of risks it can

help to detect.

Chapter 1 introduced an LLM-powered entity disambiguation module that assists analysts in
resolving fragmented or inconsistent entity records across heterogeneous data sources. By
combining structured OSINT retrieval with LLM-based extraction and synthesis, the prototype
reduces manual screening effort while preserving full human control over the final

disambiguation decision.

Chapter 2 presented a multi-source satellite image recognition system that integrates satellite
imagery, street-level data, and contextual mapping information to support asset tracing and
spatial risk assessment. The system enables both large-scale land-use monitoring and building-
level inference, providing investigators with a contextual intelligence layer that can be linked

to financial and procurement data within the broader platform.

Chapter 3 described two ML-based risk detection models for public procurement. The collusion
risk indicator demonstrates that bid-rigging patterns can be detected with high accuracy — an
AUC of up to 0.93 in the best configuration — using administrative procurement data, particularly
when network-derived market definitions are incorporated. The NLP-based indicator shows that
textual features of tender documentation are systematically associated with competition
outcomes, offering a complementary screening tool that captures more subtle, less visible

strategies for limiting competition.

Chapter 4 presented three further risk tools. The LLM-powered OSINT risk detection prototype
leverages the same agentic architecture developed for entity disambiguation, applying it
specifically to reputational and compliance risk screening, with an emphasis on event
classification and source auditability. The crypto-indicator framework, developed in collaboration
with Crystal Intelligence, introduces crypto wallets as a new entity type within the DATACROS
platform, complete with ML-based risk scores and activity-level compliance information validated
by human experts. Finally, the sustainability disclosures analysis establishes a methodological
backbone for flagging greenwashing and green-related fraud using EU-mandated KPIs under
ESRS, SFDR, Article 8 DDA, and the European Green Bonds Regulation.
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Several themes cut across all tools. Across the board, Al components are designed as
decision-support layers: they reduce the volume and improve the quality of information
presented to human analysts, but they do not automate final decisions. Explainability and
traceability - through source links, extraction logs - are embedded in each system from the
outset rather than added post hoc. And all tools have been developed with direct integration
into the DATACROS platform in mind, ensuring that outputs are operationally useful for the
law enforcement and financial intelligence practitioners who form the project's end-user

community.
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