











Figure 20 - Risk scoring: example of triage of a portfolio of selected companies based on the calculated risk profiles
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Figure 21 - Local PEP identification: example of a local PEP identified as matching the name of an identified BO

of a selected company
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USE CASE 3: Tax agency using DATACROS to map tax fraud risks within a specific business sector/region

Figure 22 - Geo analytics - Map displaying the location of selected companies (black dots), beneficial owners,

Ataxagency can use DATACROS services in an aggre-
gate fashion for mapping and monitoring tax fraud

across business sectors and geographical areas.

1. The agency filters in DATACROS all firms that
are operatingin a certain sector (e.g. land trans-
port sector) and within a certain area;

2. DATACROS collects the relevant data via API
and processes it to attribute a set of risk scores
to each company.

3. The agency can identify in real-time which and
how many firms are characterised by high-risk

scores. In particular, it can visualize:

a. which companies have links with non-coop-
erative tax jurisdictions;

b. which companies are controlled through
trusts, fiduciaries, foundations (and other
corporate entities benefiting from fiscal ad-
vantages);

c. complex cross-border ownership structures,
employing “Chinese-Box” schemes or circu-

lar ownership paths.

All these activities can help the agency to gain a com-
prehensive risk map, which can help them to both

plan policies and allocate resources for its operations.

shareholders and related entities (blue dots). Links to blacklisted/greylisted jurisdictions can be identified.

USE CASE 4: Competition authorities using DATACROS for analyisng market concentration
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A Competition Authority can use DATACROS services
in an aggregate fashion for investigating the level
of market concentration and identifying corporate
ownership groups across business sectors and ge-
ographical areas.

1. The agency filters in DATACROS all firms that are
operating in a certain sector (e.g. gaming sec-

tor) and within a certain geographic area;

2. DATACROS collects the relevant data via API

and reconstructs the full ownership structure

of the companies active in that segment of the

economy;

3.The authority can identify in real-time which and
how many firms are connected through owner-

ship or management links (see Figure 23).

All these activities can help the agency to gain a
comprehensive view of the corporate groups oper-
ating in specific market segments, which can help
them to calculate market concentrations and sup-

port market inquiries.



Figure 23- Network analytics: Identification of networks of connected companies (ownership links) across a

market segment (business sector and/or geographic area)
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4.1.2 Predictive power of DATACROS ownership

risk indicators

The DATACROS tool allows for the early detection of risk
factors within legitimate companies, by complement-
ing traditional approaches (e.g. sanctions list search)
with machine learning algorithms that attribute risk
scores to companies, in order to identify hidden pat-
terns and red flags. The predictive power of these al-
gorithms has been validated by training and testing
several models for identifying companies that are po-
tentially involved in illicit activities. The results confirm
that the risk scoring algorithms included in DATACROS
have a strong predictive power in terms of identifying
companies (and owners) that are subject to sanctions

or enforcement (see full details in Jofre et al. 2021).

For the purposes of validation, the dataset described
in Chapter 3 was used to test the predictive power
of ownership anomalies in identifying companies in-
volved in illicit activities. The following information

was considered:

- As target variables: WorldCompliance flags (sanc-
tions and enforcement);
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- As predictors: anomaly indicators of ownership as
calculated in Chapter 3;

- As controls: a set of country-level and sector-level
variables.

The considered dataset involves information on

3,064,089 million limited companies registered in the

nine European countries from where enforcement and

sanction data has been retrieved®.

Figure 24- Information used to validate the predic-
tive powers of DATACROS with respect to ownership

risk indicators
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57. Belgium, Cyprus, Spain, France, UK, Italy, Luxembourg, Malta
and the Netherlands.



Severalmachinelearningmodels have beenimplement-
ed, both for the detection of sanctions and enforcement
cases and for the assessment of the predictive per-
formance of the ownership risk indicators, including:
logistic regression, Naive Bayes classifier, stacking of
the previous two models, decision trees, bagged trees
and random forests. All methods have been optimised
and fitted using a training set, and further validated on
a test sample, which ultimately ensured a non-biased
estimation of the predictive ability of the model and
risk indicators. A robustness analysis based on logistic
regression was also performed to assess the stability of
the results when cases from a certain country or busi-
ness sector are excluded.

Satisfactory performance was achieved by all the con-
sidered machine learning methods, particularly regard-

ing sanction offences. In the case of logistic regression,

the algorithms correctly predict 83.3% of sanctions
on companies and 88% of sanctions on owners. The
prediction of companies and owners not subjected to
sanctions or prior enforcement is also good. The lowest
performance occurs when predicting owners in the UK
who have either been subject to or not subject to en-
forcement, which is suggestive of a more complex coun-
try-specific phenomenon.®®

Regarding the predictive ability of the indicators, it is
observed that ownership links with high-risk jurisdic-
tions is notably important for detecting most offences,
particularly with respect to sanction cases. Regarding
anomalous complexity, there is evidence of its ability
to predict sanctions and enforcement on companies.
Finally, ownership links with opaque corporate vehicles

appear to be less relevant in terms of predictive power.

Figure 25 - Predictive power of DATACROS risk indicators. Overall predictive power of the model (up), and rele-

vance of various indicators of anomalous ownership complexity (down)
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58. In the case of Bos who are subject to enforcement, the results
are presented in such a way that isolates the UK from the rest of
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the sample, as the number of UK criminal cases is extremely large

compared to the other countries considered.




While the results are stable across the whole sample,
some country-specific and sector-specific patterns
are observed. For instance, in Italy, Cyprus and Spain
the anomalous ownership complexity is a stronger pre-
dictor of illicit behaviour by companies. Ownership
links with high-risk jurisdictions and ownership links
with opaque corporate vehicles are more relevant for
identifying sanctions and enforcement in Malta and
the Netherlands. At the sector level, we observe that
anomalous ownership complexity and ownership links
with high-risk jurisdictions are major determinants of
enforcement and sanction offences in the financial and
insurance sector, while ownership links with opaque
corporate vehicle is an important factor for identifying
the most offences in the Wholesale and retail trade and

Transporting and storage sectors.

To conclude, the risk indicators included in DATACROS
have demonstrated a strong predictive power, con-
firming the relevance of corporate ownership opacity
as a key element for identifying companies at a high-
er risk of committing financial crimes. Firms with 1)
anomalous complexity of ownership, 2) ownership links
with high-risk jurisdictions; and 3) ownership links with
opaque corporate vehicles are, in fact, more prone to
engage in illicit activities. Finally, it is important to un-
derscore here that country-specific and sector-specific
patterns should also be taken into consideration in or-
der to improve extant understanding of this phenom-

enon.

4.1.3 Feedback from partners and end-users

A survey was conducted amongst the project partners
(AFA, Cuerpo Nacional de la Policia, IRPI), who reported a
high level of satisfaction with the tool they tested (avg.
satisfaction rate: 4.3 out of 5) and declared that they
were highly likely to use DATACROS in the future (avg.
likelihood: 4.3 out of 5). All partners reported that they
would recommend the DATACROS Restricted Area to

similar institutions.
Over the course of the project, the DATACROS Restrict-

ed Area was presented and discussed in dedicated

meetings with relevant networks of stakeholders:
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1. CARIN network, global network of Asset Recovery Of-
fices;
2.AMON network, European network of law enforce-

ment involved in AML investigations;

3. NCPA network, European (and global) network of an-

ti-corruption authorities.

Following these presentations, several public authori-

ties requested to activate their trial access to the tool.

4.2 Public Area: a tool for civil
oversight

The Public Area of DATACROS is a dashboard environ-
ment for monitoring ownership anomalies across Eu-
ropean countries®, regions and business sectors at an
aggregate level. The dashboard is freely accessible to
everyone at the following link: https://datacros-pub-

lic-area.app.crimetech.space/.

It includes interactive maps, charts, and statistics

on European businesses, namely:

- Anomalous complexity of ownership structures
- Ownership links with high-risk countries
- Ownership links with opaque corporate vehicles

- Ownership links to PEPs
The tool comprises the following data sources:

1. Business ownership data: information on 56 million
companies across 29 European countries®, retrieved
from Orbis Europe - a dataset provided by Bureau van
Dijk. The data provides a snapshot of European busi-
nesses as of June 2019;

2.Country blacklists: EU black and grey lists of
non-cooperative jurisdictions for tax purposes (No-
vember, 2019), as well as the FATAF black and grey
lists of non-cooperative jurisdictions in the global
fight against money laundering and terrorist financ-
ing (October, 2019).

59. EU27 + UK and Switzerland
60. EU27 + UK and Switzerland.



Functions

The Public Area of the DATACROS tool allows the user
to navigate between aggregate statistics that were cal-
culated by Transcrime as part of the analysis of own-
ership anomalies in the EU presented in Chapter 3.

Ownership anomaly scores are calculated for all private

limited companies and public limited companies regis-
tered in EU27 + UK and Switzerland. This set includes
13.4 million companies, and it is discussed in detail in

section 3.1.1.

Figure 26 - Public Area of DATACROS: Representation of ownership anomalies at the regional level (NUTS2), 29

European countries (2019)
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Through the filter section on the left-hand side of the

dashboard, the user can select:

- Level of representation: aggregate metrics can be
displayed at regional level (e.g. NUTS1, NUTS2, see Fig-
ure 25) or sector level - following the NACE rev.2 clas-
sification, with a more general sector classification
(section level, see Figure 26), or more specific (division

level).
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- Variables: anomalies and risk factors, as presented

and discussed in Chapter 3:

0 Anomalous complexity of ownership structures
o Ownership links with high-risk countries

o Ownership links with opaque corporate vehicles

0 Ownership links to PEPs



Figure 27- Public Area of DATACROS: Representation of ownership anomalies at the sector level (NACE rev.2, sec-
tion), 29 European countries (2019)
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USE CASE 5: Investigative journalists using the Public Area of DATACROS for monitoring anomalies at the

sector level

Investigative Journalists can use the Public Area - Identifying new patterns leadings to potential sto-
of DATACROS services for observing the presence ries e.g. a geographic area showing an anomalous
of ownership anomalies at aggregate level across concentration of companies with BOs from high-
business sectors and geographical areas. This in risk countries;

turn can be used for: - Confirming on-going investigations and corrobo-

rating stories involving companies active in high-

risk areas and sectors.
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5. Management of ethical, privacy
and data protection issues

This chapter provides an overview of the activities that
were conducted® to manage the ethical, privacy and
data protection issues associated with project DATA-
CROS. As planned in the Overview Report (Deliverable
2.1, 30 Sep 2019), we completed a Data Protection Im-
pact Assessment (DPIA) for the Restricted Area of DA-
TACROS.

5.1 Overall strategy

At the beginning of the project, a preliminary risk
assessment was conducted to identify the potential
ethical, privacy and personal data protection issues.
The adopted management strategy included two main

steps:

1. Data source compliance assessment: this assess-
ment was conducted to verify that the data sources
used in the tool complied with ethical, privacy and
protection standards. The objectives of the assess-
ment were as follows: a) to ensure privacy by design
and privacy by default as per article 25 of the GDPR;
b) to carry out a risk analysis and assessment of the
data subjects’ rights and fundamental freedoms as
per article 24 of the GDPR,; c) to ensure the effective
exercising of data subjects’ rights.

2. Data Protection Impact Assessment (DPIA): this
impact assessment was conducted to analyse,
identify, and minimise the data protection risks as-
sociated with the project. For the purposes of DA-
TACROS, a DPIA was conducted using the template
issued by Commission nationale de I’informatique et
des libertés (CNIL)%.

61. The activities outlined in this chapter were carried out with the
support of Massimiliano Capino

62. CLIN is an independent French administrative regulatory body
whose mission is to ensure that data privacy law is applied to the
collection, storage, and use of personal data.
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5.2 Data protection impact
assessment (DPIA)

ADPIAis required when the processing operations pose
an inherently high risk to individuals’ rights and free-
doms. The preliminary risk assessment conducted in
the first year of the project (September 2019) was in-
conclusive in terms of identifying “high risks®*” in the
processing operations involved in both the Public and
Restricted Area of DATACROS. Nevertheless, it was de-
cided to perform a DPIA to systematically address all
the potential legal and ethical issues entailed in the Re-
stricted Area® of DATACROS. The aims of the DPIA were:

- to precisely identify the risks involved in the pro-
posed processing operation, taking into account
the nature of the data and the processing, scope,
context and purposes of the processing, as well as
the sources of the risk - not only in normal circum-
stances, but also during special circumstances, and
in the short-, medium- and long-term;

- toevaluate the identified (high) risk, particularly with
respect to its origin, nature, and particularity, and
both the likelihood and potential severity of the risk;

- toidentify what appropriate measures can be tak-
en to mitigate the (high) risks, in terms of the avail-
able technology and costs of implementation, and
then propose such measures;

- to record the findings, evaluation and measures
taken (or not taken, along with the reasons for not
doing s0), so as to be able to “demonstrate com-
pliance” with the requirements of the GDPR under
the “accountability” principle in relation to the as-

sessed processing.

63. As defined by GDPR (Art. 35 paragraph 1).

64. The Public Area does not involve processing of any type of
personal data, and thus it was excluded from the assessment.



A summary of both the contents and results from the

DPIA are provided in the next section.

5.2.1 Purpose of processing

The Restricted Area of DATACROS is a prototype tool
capable of detecting anomalies in firms’ ownership
structure that signal a high risk of collusion, corrup-
tion and money laundering within the EU, in order to
support public authorities in their investigations of fi-
nancial crime. The platform provides a set of services,
which operate within a privacy and data protection
environment thatis configurable to local legal require-

ments.

The prototype tool allows for the early-detection of
high-risk firms through identification of red flags in
firm’s characteristics and via the use of frontier ma-

chine learning algorithms. In particular, the tool:

- Identifies firms’ anomalies and red flags, and then
attributes them with a risk score

- Traces and reconstructs cross-border ownership
links

- Detects cartels and clusters of firms which may
signal collusive behaviour

- Assesses potential risks associated with protecting
personal data, thus enabling the researchers to im-
plement appropriate safeguards to mitigate such
risks and technically enforce compliance with data

protection law, to the fullest possible extent.

5.2.2 Types of data processed

The Restricted Area of DATACROS involves the process-
ing of various types of information, including personal

data. Specifically, we process the following types of data:

Non-Personal data

- Data on companies’ characteristics and owner-
ship structure (source: Bureau van Dijk): financials,
territory, sector, and other general information;

- Compliance List data on companies (Source: Lex-
isNexis WorldCompliance)
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- Country blacklists: EU black and grey lists of
non-cooperative jurisdictions for tax purposes (No-
vember, 2019), as well as FATF black and grey lists
of non-cooperative jurisdictions in the global fight
against money laundering and terrorist financing
(October, 2019).

Personal Data

- Data on companies’ owners (source: Bureau van
Dijk): First name and surname, gender, date of birth
(coverage: 10%), place of birth (coverage: 10%),
country, BO distance, percentage of shareholding
(direct and total) - includes common categories of
personal data;

- Compliance List data on individuals - includes

special categories of personal data:

o high-level PEPs (Source: LexisNexis World Com-
pliance):
o local PEPs (ITA, FRA, ESP): - includes special cat-

egories of personal data (Sources: various sourc-

es® at the national level)

Information is retrieved by the DATACROS prototype
tool only during users’ sessions through API only for
companies and related entities selected by end-users.
In order to ensure “data minimisation”, all the collect-
ed personal data are relevant and limited to the pa-
rameters deemed to be necessary for the purposes of
the risk assessment. Details about the accuracy of the
data, as well as how the data is updated based on the
information given by data providers, are reported in
the full version of the DPIA.

5.2.3 Data protection strategy

DATACROS was conceived and will continue to be car-
ried out in accordance with strict personal data and
privacy protection obligations. The strategy adopted
to handle personal data is predicated on four pillars/

principles:

65. Italy (Source: Ministry of Interior), France (Source: Répertoir
national des élus), Spain (Portal de Entitades Locales).



1. Privacy-by-design concept: the design of the DATA-
CROS platform follows EU and MS’ data protection
rules (particularly those pertaining to the use of
personal data by competent authorities, as stated
below).

2. Privacy-by-default concept: the use of personal
data is minimised unless strictly necessary, while in
any case it is bound to existing rules governing their
use (data minimisation principle)

3. Systematic review of laws and guidelines, at both
the EU level and within each of the EU MS, with re-
spect to the following domains (see full list of legal
references in section 5.2.4):

o Use of personal data by LEAs and personal data

protection;
o Use of risk profiling algorithms in investigations

o Criminal procedures, at both the EU and domestic
level;
0 AML/CFT and financial investigations.

4. The implementation of logical and technical secu-
rity safeguards to preserve the integrity, availabili-
ty and privacy of the processed data, as per ISO/IEC
27001:2013 standards (see section 5.2.5);

5.2.4 Key legislative references

The legal basis for making the processing lawful is the
legitimate interest as per article 6, paragraph 1, letter
f) of the GDPR. The following key legislative referenc-
es constitute the parameters of the DATACROS proto-

type tool in terms of personal data protection:

- Council of Europe, Convention for the Protection of
Individuals with regard to Automatic Processing of
personal data (1981) - amended by Protocol CETS
n°223 and Protocol ETS n° 181;

- Regulation (EU) 2016/679 of the European Par-
liament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the
processing of personal data and on the free move-
ment of such data, and repealing Directive 95/46/EC
(General Data Protection Regulation) (Text with EEA

relevance);
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- Directive (EU) 2016/680 of the European Parliament
and of the Council of 27 April (European Parliament
and Council of Europe 2016a) on the protection of
natural persons with regard to the processing of
personal data by competent authorities for the pur-
poses of the prevention, investigation, detection or
prosecution of criminal offences or the execution
of criminal penalties, and on the free movement of
such data, and repealing Council Framework Deci-
sion 2008/977/JHA (“LED”), and the MS’ laws trans-
posing the LED;

- Recommendation R(87)15 regulating the use of per-
sonal data in the police sector;

- Regulation (EU) 2016/794 of the European Parlia-
ment and of the Council on Europol;

- Regulation (EU) 2018/1727 of the European Parlia-
ment and of the Council on the European Union
Agency for Criminal Justice Cooperation (EURO-
JUST);

- Guidelines on Automated individual decision-mak-
ing and profiling for the purposes of GDPR (WP251)
and the “Impact of GDPR on Artificial Intelligence”;

- Article29 Working Party, Opinion on some key issues
of the Law Enforcement Directive (EU 2016/680),
WP 258, https://ec.europa.eu/newsroom/article29/
news.cfm?item_type=1308;

- Flowcharts and Checklists on Data Protection by
European Data Protection Supervisor (EDPS) issued
on 6 July 2020;

- All national laws and guidelines issued by EU MS
implementing and specifying the above listed legal

acts.

5.2.5 Security safeguards

The following measures were implemented to pre-
serve the integrity, availability and privacy of the pro-
cessed data (e.g. individual accounts to authorised us-
ers; system of unalterable logs; secure environment),
as per ISO/IEC 27001:2013 standards: 1) Data partition-
ing; 2) Logical access control; 3) Data minimisation; 4)
Processing subcontracts; 5) Organisation measures; 6)
Archiving; 7) Traceability; 8) Website security; 9) Hard-
ware security; 10) Maintenance.



5.2.6 Information to be provided in the event that
personal data was not obtained from the data sub-

ject

Data subjects are informed of the processing of their
data via the privacy information notice published on
the DATACROS website®®. To exercise their rights con-
cerning both data access and data portability, data
subjects can contact Transcrime via email at: tran-
scrime@unicatt.it, as reported in the privacy informa-

tion notice.

5.2.7 Conclusions from DPIA

The DPIA highlighted that there were no significant
risks to data subjects entailed in DATACROS. There-
fore, the data processing related to DATACROS project
can be implemented with no need of prior consulta-
tion with the Data Protection Authority, as envisaged
by article 36 GDPR.

66.https://www.transcrime.it/datacros/wp-content/
uploads/2021/03/DATACROS-Privacy-Policy.pdf
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